Cibet Control Framework

Reference Guide

version 2.2

control is better

All rights reserved
© LogiTags



1. Content

I 0] 1 =T | PP 2
P2 | 11 o To [ [ £ o 4
3. Concepts of CoNrol TREOIY ... e 4
N O] o 1= @0 [ =T o 7
T R O T o (o] I V=T o | £ SPT 7
A2 SEINSOIS ..iituiiiit ettt ettt e e et o et e et et et e a e e et aaeea e e ea e e eaans 10
B o LU = | (0] £ PPN 11
4.4  Setpoints and CONLIOIET .........uiiie i e e 12
4.5 Status of @ bUSINESS CASE OF FESOUICE. ....emmmceeiieeeeeeeiiie e e e ee et e e e e e e e 13
ST |15 7= 1 = L4 o PRSPPI 14
6. USING CIDOL... e et e e 15
6.1 Scopes and Cibet CONEXL ........ccccviiiiiieeeereee e e e e e e e eaaaee e 15
I U 1= = g o I =T = T o | PP 18
IR T 1 011141, =g = Vo =T 21
6.4 Using JPA sensor in a JDBC application.........ccceuuiiuiiiiiiiiinnnieeeeeeeeeeeeeeiiiiieeend 23
A 101 (=T | = LT o = TR o SRR 24
0 T N | = 3T =T o T o ] PSPPI 24
7.2 EJB-CLIENT SENSON ....uuiiiiiiieiiiii et eeem ettt e et e e e e e ena s 25
A0S TN | o N T =T 10 PP 26
7.4 JPAQUERY SEBNSON ....iiiiiiii ettt ememmme e e e e e et e e e e et e e et e e e e eean e eens 27
S T A NS ] o =l O I =T =T 1o PP 28
7.6 HTTP-FILTER SENSOI....ccuuiiiiiiiiiiiiiee sttt e et e et e et eee e e eenas 31
7.7 HTTP-PROXY SEBNSOI....cccitiiiiiiiieiiiiie e iee e et e et e e et e e et s e e eai e e e eaa e e eeenneeeees 32
7.8 JIDBEC SBINSON...uiiiiiiiiiiite et emeeme et 34
S T O] o} i o U] =[] o HP SRR 35
8.1 Definition Of SEIPOINTS.....ccoii it e e e e e e e e e ee e e e e e e e e 35
S T =T = L | G @0 o] 1 (o] TR 37
SR T V=T o | @ (o ) PRSP 39
8.4  Target CONIOl.....coooieiiiiiiiiiie e et e e e e e e e e e e e e e e e e eeeeeeeeeee 39
8.5 State Change CONtrol ..........oooiiiiiiiiiicceeeee s 40
8.6 Method CONLIOl........uuiiie e e e e 41
ST [ 01V 0] (=T o 1 (o I 42
8.8  Condition CONLIOl .....ovvuiiiiieeie e e e eaaaa 43
8.9 Implementing Custom CONLIOIS ..........evvviiiemmeeriiiiiiiie e e e e e e e e e e e eeeeeeeeeeennannees 46
8.10 Controls in the context of the SENSOr ......ccceeeiiiiiiiii e 48
8.11  Actuator CONfIGUIALION ........iiiiiiii e e e e e e i eeeeeeeeet e e e e e e e e e e e e e e e e eeae e ennannenee 48
8.12 Runtime Configuration Changes ............oiceeeeeeiiiiiiiiiie e 50
S T X ox (U = 1 0] £ T PP UPP PP UPPPRRPPIN 51
S I R | N1 @] I @ T € Tox (U= {0 PP 51
9.2 TRACKER ACIUALON .....uiiiiiieiiii et sttt e et e e e e e e e e ena s 52
9.3 FOUR_EYES GCUALON ... .coiiiiieei i eeeeeeee ettt e e e enmeeaanns 52
9.4  SIX EYES GCIUALON ....uuiiicii ettt e e et e e e naa e e e 57
9.5 TWO_MAN_RULE QCIUALON ......ciiiiiiiiieiiieit e e e e e e s 58
9.6 PARALLEL DC ACtUALON ......ccuuiiiiiieei e emee e e e e e e e eeann s 61
9.7 SCHEDULER QCIUALO ......iiiiiiciiie et eemee e et e e e e e enneeana s 64
9.8 ARCHIVE GCLUALOL .....uuiiiiiiccee ettt e e e e 69
9.9 ENVERS GCUALON ...ccuuiiiiii ettt e e e e e neneeeea e e eeeas 71
9.10 SPRING_SECURITY QCIUALON .....coeeeiiiieeeeieiiie et 12

2



9.11
9.12
9.13
9.14
9.15
9.16
10.
10.1
10.2
10.3
10.4
10.5
10.6
10.7
10.8
10.9
10.10
10.11
11.
111
11.2

SHIRO ACIUALON ... e e e e e 76
LOCKER BCTUALON ... it e et i ettt e ettt e e e e e eea e e e e eeeenmeennns 79
LOADCONTROL ACIUATON .......iiiieeiiieeeeeeeeies e eenis e ee e e enrn e eeeed 381
OWNERCHECK QCUALON ...t eee e 95
HISTORY QCIUALOT .......uiiiiieiiii e s e e e e e e e e e e emnnnans 97
Implementing OWN ACLUALOIS .........cooiiiiii et eeeeeaeneeeed 97
Pre- and Post- Control FUNCLIONAIILY ........coeeeeriiiiiiiiiiiiiiiee e 98
Post- Checking Control RESUILS .........ooii o 98
Pre- Checking Control RESUILS ............oo et eeeees 99
Releasing and Rejecting Dual Control EVENtS c..oooeiiiiiiiiiiiiiiieeeeeeeeee 100
Releasing and Rejecting Scheduled Business EventS............ccccevvvvvvvvvnnnnns 103
COMPAIING ODJECES ... e e e eee e 104
Checking Archive INeQIity ..........uuueiii e e eeee e 105
Searching, Redo and Restore of archived BusinesasCa..........cccccceeeeeevennnnn. 105
Y=o 0 1Y/ 107
Assignment and Annotation of Dual Control EventS............ccccooveeviiiiiiinnnns 108
NOTFICALIONS ...t ettt 109
LOCKING BUSINESS CASES ....cevviiiiiiiiiiiieeeieaa s s s e e e e e e e e e eeeeeeeeeessnennn e 113
Y 0] 011 T[S 114
Schema DefiNitiON .......oooo oo et e e e e e ee e 114
Guideline for migration of serialized 0DJECS .. eiieeiieeeeiiiiiiees 14



2. Introduction

Trust is good, control is better. While it may heta good idea to apply this proverb against
your partner in love there are areas in life where should. For example the modification of
highly critical business data by an applicationruseubject to human failure. Typos, wrong
customer number by mistake, lack of informatioeréhare numerous possibilities why users
unintentionally make mistakes. In such casedrolis better. The Cibet framework helps to
control the execution of important business praggs$o control an application in the sense
of Cibet is not meant on a security level but anrliance and trustfulness level.

Cibet is not only the acronym foontrolis better, cibet (from the Arab word zabad) or civet
is also a distinctive secretion from the anal gtaofithe civet cat. In the natural state this is a
substance with a penetrating foul-smelling odor Imghly diluted state however, it develops
a pleasant, musk-like fragrant flavour which isduseperfume manufacturing.

This describes exactly the position of control #melCibet framework in an application. If

you apply too much control it stinks: The applioatdeveloper gets frustrated when he has to
spend his time in applying control and security haggsms instead of implementing business
processes. The application user of such an apiplrcaill have a feeling of "Big brother is
watching you" and will get nerved and frustratecewlne has to take care of complicated
control mechanisms while executing business preses3ontrol in the right proportion and
with an appropriate tool like Cibet however doedistract the developer from business
process implementation and lets the application fes$ safe, comfortable and well-guarded

in his operations because he is sure that hisrectian do no harm and his data could not get
lost or compromised.

3. Concepts of Control Theory

Control theory is a discipline originated in matlaits and engineering science but was
adopted also in psychology, social sciences aner osearch domains. It deals with
influencing the behavior and operational conditiohdynamical systems. The fundamentals
of control theory can also be applied to softwachigectures that have a need for controlling
dynamical behavior. Control theory deals with tggitat are also of importance in software
development:

« Stability of a dynamical system is described by Lyapunobilétgcriteria (business
rules must be obeyed and functionality must betghn

+ Observability is the possibility of observing the state of atsgsthrough output
measurements

« Controllability is the possibility of forcing the system into atmaular state by using
an appropriate control signal

+ Robustness of a control system is given if a controllers pedpes do not change much
if applied to a system slightly different from tbee used for its synthesis



In control theory a lot of models have been devetbiput they all can be put down to two
basic designs, the closed loop and the open loopaiter. In the following figure a common
closed loop controller design is shown:
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Figure 1. Closed loop control system

An example for a closed loop control system ishtating system of a house for controlling
temperature. A sensor monitors the output of tiséesy which is in this case the air
temperature. The controller compares the measwake@y with a reference or setpoint and
calculates from the reference rules if the heatestrhe switched on or a hot water valve must
be opened. The heater or hot water valve can la@ded as an actuator. In control theory an
actuator is a mechanical device for controllinggkistem. It is operated by a source of
energy, usually in the form of an electric currenhydraulic fluid pressure, and converts that
into some kind of motion. The heater increaseseh®erature which is then an input
variable of the system.

This is an example of a feedback controller: Theabde measured by the sensor is the same
as the controller is trying to control. The conedlvariable is "fed back™ into the controller.
Feedback control usually results in intermediatgéops where the controlled variable is not at
the desired setpoint. This slowness of feedbackeaminimized by using an appropriate
open loop controller:
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Figure 2: Open loop control system

In this design a disturbance is measured by thessdaefore it has an effect on the system. If
in the above example it is known that opening adawm will decrease the air temperature a
sensor could measure the opening of the windowsaiitdh on the heater before the air
temperature actually has gone down. This is an plaof a feed-forward controller: The
controller acts before a disturbance affects tlstesy. The difficulty with feed-forward
controllers is that all possible disturbances d@ir influence on the system must be known,
accounted for and observed by an appropriate selfisothe example the opening of the
door is not observed the feed-forward controlldt ket the house cool down.

Another characteristic of controllers is how mayiables of the system they control:

L 4
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System ‘
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Figure 3: SISO and MIM O Controller

Single-Input-Single-Output controllers (SISO) maasone system variable like air
temperature in the above example of the houserfgeayistem. Multi-Input-Multi-Output
controllers control more than one system varialifeseal control systems often a synthesis
of open and closed loop, feedback and feed-forw@lISiO and MIMO controllers are used in
sequential, hierarchical, nested or networked caoatlmn.

The Cibet framework is a control system for coringl business processes on resources
which can be described in the following figure:
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Figure 4. Cibet control system

In fact it is an open loop controller. An evenblsserved by a sensor which is appropriate to
the controlled resource. The controller checksdigaal, compares it with the configuration
and actual context and decides which actions t® a&ki which actuator to apply. The actions
of the actuators are then an input to the resource.

4. Cibet Concepts

4.1 Control Events

A control event is a context specific action tlsapéerformed on a Resource like a persistence
entity or an object’s method. This could be a [esice event on a domain object or a
method call on an object. These actions are madtor its specific context by Cibet. That
means for example, that a database update camlearda dual control context or a restoring
context or in a simple update context. The follaywavent types are the basic ones:

+ INSERT
A newly created domain object which is not alreadthe database is persisted. This
event corresponds to an SQL INSERT into the datab&gh JPA this is done with
the EntityManager.persist() method.

- UPDATE
An already persistent object is updated in thelwega. This event corresponds to an

SQL UPDATE in the database. With JPA this is datieee implicitly when the object
7



is already in the persistent context and the tietisais committed or with the
EntityManager.merge() method if the object is mothie persistent context.

DELETE

A persistent object is removed from the databakes @vent corresponds to an SQL
DELETE in the database. With JPA this is done wh#h EntityManager.remove()
method.

SELECT

A persistent entity is selected from the datab@kes event corresponds to an SQL
SELECT statement. With JPA this is effectuated \thih EntityManager.find()
methods or with a Query object that representdegisgtatement.

UPDATEQUERY
This event is applied for a JPA query which repnésan update or delete statement.
INVOKE

This event is the execution of a service or busimeecess. For example, the business
process to update some entity in the database Isaynalude sending an information
message to an external system. You don't want g#ssage to be sent if the update is
set under dual control, but only when it is relelagen INVOKE event could be a
method call in a service class or an http request ORL

RELEASE, RELEASE_INSERT, RELEASE_UPDATE, RELEASE_DELETE,
RELEASE_SELECT, RELEASE_INVOKE, RELEASE_UPDATEQUERY

when a dual control mechanism is applied on a legsigase it is not executed
instantaneously but is postponed. A second uset relesase or reject the business
case. These events are the release actions ot) unz@ate, delete, select or invoke
business methods.

FIRST_RELEASE , FIRST_RELEASE_INSERT, FIRST_RELEASE_UPDATE,
FIRST_RELEASE_DELETE, FIRST_RELEASE_SELECT,
FIRST_RELEASE_INVOKE, FIRST_RELEASE_UPDATEQUERY

when a six-eyes dual control mechanism is applired business case, a third person
must release the business case. In this casedbedsaser does not issue a release
event but a first release event. These eventdarkrst release actions on insert,
update, delete, select or invoke business cases.

REJECT , REJECT_INSERT, REJECT_UPDATE, REJECT_DELETE,
REJECT_SELECT, REJECT_INVOKE, REJECT_UPDATEQUERY

when a dual control mechanism is applied on a legsigase it is not executed
instantaneously but is postponed. A second uset ralesse or reject the business
case. These events are the reject actions on,inpeldte, delete, select or invoke



business cases.

« PASSBACK, PASSBACK_INSERT, PASSBACK_UPDATE,
PASSBACK_DELETE, PASSBACK_SELECT, PASSBACK_INVOKE,
PASSBACK_UPDATEQUERY

when a dual control mechanism is applied on a legsigase it is not executed
instantaneously but is postponed. A second usepass back the business case to the
user who initiated it. The business case remaitisamesponsibility of the initiating
user.

-« SUBMIT, SUBMIT_INSERT, SUBMIT_UPDATE, SUBMIT_DELETE,
SUBMIT_SELECT, SUBMIT_INVOKE, SUBMIT_UPDATEQUERY

when a dual control mechanism is applied on a legsigase it is not executed
instantaneously but is postponed. A second usepass back the business case to the
user who initiated it. The business case remaitisamesponsibility of the initiating
user. He can modify the business case or makeatmme and can submit it again to
the dual control process.

- REDO

An archived service call invocation can be redonalbnecessary metadata are stored
with the archive. The redo event is the re-exeoutiba service call or the re-sending
of an http request from an archive with exactlysheme parameters.

- RESTORE

The state of an entity can be restored from aniadipersistence business case.
Restoring is either an update persistence actitheiéntity still lives in the database
or an insert if the entity has been deleted.

These are the events that can be used for configard he events are organized in a
hierarchical order. This means, if a configurat®defined for an event in the upper
hierarchy, it applies also for all sub-events. €aent hierarchy is shown in Figure 5.
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Figure5: Hierarchy of control events

4.2 Sensors
The sensors are the part of the Cibet frameworknthest be integrated into an application in
order to detect and control resources and buseessgs and allow Cibet to evaluate setpoints
and apply actuators. The following sensors areugted in Cibet:
« EJB-CLIENT, EJB
These sensors detect control for EJB method inimtsabn the client and server side

- JPA

This sensor detects control for JPA database pemnsis actions like select, insert,
update and delete of domain entities.

«  JPAQUERY
With this sensor JPA queries can be controlled. #&pg of queries can be controlled,

let it be named queries, on-the-fly JPA queriesatdive queries. The control event is
irrelevant as it it deducted from the query imghgci
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« ASPECT

This sensor detects control for invocations of pulriethods on any POJO. For dual
control actuators and the REDO of a POJO methoocemon the object on which to
invoke the method must be recreated. Cibet supgietiollowing object instantiation
mechanisms:

Default constructor

Constructor with String parameter

Static Singleton method without parameter

Static Singleton method with String parameter

Static method in a factory class

Factory method in a factory class with default ¢arcdor
Factory method in a singleton factory class
Instantiation as Spring bean

O O 0O 0O o o oo

« HTTP-PROXY,HTTP-FILTER
These sensors allow controlling of http requesttherclient and server side
- JDBC

This sensor detects control for plain JDBC requéssert, update and delete in
database tables can be controlled with the hethisfsensor.

4.3 Actuators

Actuators are one of the central concepts arouridnaibet is built. An actuator implements
the functionality that Cibet applies in order tontrol a resource. There exist a whole bunch
of built-in actuators and it is also possible teate own actuators. Generally, the actuators
provide cross-cutting functionality which can bekgd on all resources but there exist also
actuators which make sense only on special reseufce example, actuators which offer
dual control or monitoring and archiving functioityacan be applied on all resources while
the ENVERS actuator which controls auditing of J&taities with Hibernate Envers is
applicable only with resources controlled by JPAsse.

The built-in actuators are listed and describechiapter ‘Actuators’ and the instructions for
creating custom actuators are given in chapterlgmpnting Own Actuators’.

Actuators can be combined. For example in mostschseakes sense to combine a
FOUR_EYES or a SIX_EYES dual control actuator wite ARCHIVE actuator in order to
follow up the life cycle of objects. On the othemld it makes no sense to combine
FOUR_EYES and SIX_EYES actuators. 4 + 6 is notnlihis case!

11



4.4 Setpoints and Controller

Setpoints bring together the actuators with thérobevents and the control conditions. The
Cibet controller decides by comparing the actuakmmd event context with registered
setpoints. If the control conditions of a setpargtch the context of the business case the
actuators of this setpoint are executed. The actuatol event context could comprise all
data and metadata of the business case, for example

« eventtype

« tenant

+ logged in user

+ affected domain object
» state of the object

- affected service call

+ service call parameters
+ service call context

« Cibet context properties

. time
« environment conditions
« URL

+ http headers
« http querystring and form parameters

A setpoint defines which of these parameters shbeldvaluated with what parameters in
order to decide if the actuators of this setpanudd be executed. Setpoints can be defined in
cibet-config.xml configuration file or in progranod@e with the Configuration API. Here is an
example of xml configuration:

<setpoint id="Account Control 1">
<controls>
<event>
<include>UPDATE</include>
</event>
<target>
<include>com.app.accounting.Account</includ e>
</target>
</controls>
<actuator name="FOUR_EYES"/>
<actuator name="ARCHIVE"/>
</setpoint>

This setpoint defines that updating of Account otgeshall be set under four eyes principle
and the state changes be archived. A setpointitiefican be regarded as an IF THEN
statement: IF the controls match the actual runtoregext THEN the given actuators are
applied.

The same setpoint as above could also be defingagram code:

Setpoint sp = new Setpoint("Account Control 1");
sp.addEventincludes(ControlEvent. UPDATE);
sp.addTargetincludes(Account.class.getName());
sp.addActuator(cm.getActuator(FourEyesActuator.D EFAULTNAME));
sp.addActuator(cm.getActuator(ArchiveActuator.DE FAULTNAME));
Configuration.instance().registerSetpoint(sp);

12



The Cibet Controller executes evaluation of setisacamd makes decisions by applying
instances of the Control interface. The Controlanses are the counterpart of the setpoint
definitions.

4.5 Status of a business case or resource

When a business case or an event on a resourgetislted by Cibet it will in an execution
status which is determined by the applied setp@ntsactuators. This status can be seen in
the outcome of various actuators, for example énstiored Archive, a stored Controllable of a
postponed business case in dual control or inrdoi&ér output. The possible status values
and transitions are shown in Figure 6. Not all g@edransitions are shown for clarity,
ERROR and DENIED are for example reachable fromathgr non-final status.

A business case starts always in status EXECUTINeads in one of the final status
EXECUTED, DENIED, REJECTED or ERROR.

-  EXECUTING: the business case is currently execuaimg) has not finished yet.
- EXECUTED: the business case has been executed

- POSTPONED: the business case has not been exdutpdstponed due to a dual
control actuator. It must be released beforeéixiscuted.

-  SCHEDULED: the business case is scheduled for éadecution

- FIRST_POSTPONED: the business case has not beeuatedéut postponed due to a
SIX_EYES dual control actuator

- FIRST_RELEASED: a SIX_EYES controlled postponedihess case has been
released by a first user but is still postponedanditing release by a second user.

- REJECTED: a postponed business case has not beeutea due to a user rejection

- PASSEDBACK: a postponed business case has notdxeented but passed back to
the originator of the business case

- DENIED: the business case has not been executed.idJsot authorized.
-  ERROR: the business case has not been executesl afaaus error

13
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Figure 6: execution status of a controlled business case (simplified)

5. Installation

Cibet consists of several sub projects and it dépem the functionality which library must
be included in your application. Cibet has a congmdnbased architecture and it depends on
which sensors and actuators you want to apply um gpplication.

All binaries can be downloaded from Maven Centeplository at
http://search.maven.org/#search%7Cgav%7C1%7Cg%3aét22ogitags%22%20AND%2
0a%3A%22cibet%22. The easiest way to make uselm#t@ to add a Maven dependency
into your pom.xml. For the basic functionality justd

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-core</artifactld>
<version> the current version </version>
</dependency>

to the pom.xml of your project. The SQL scriptsét up the database tables are included in
the cibet archive in folder sql.

14



The other Cibet libraries are cibet-envers, cipat-ribet-shiro and cibet-springsecurity. All
these libraries have cibet-core as transitive degecy so that it is not necessary to add it if
one of the other libraries is included. These tdararies extend and implement classes and
interfaces of hibernate-envers, jpa, apache shidosaring security and depend therefore on
the versions of these libraries. Pleasehgge//www.logitags.com/cibet/download.html

The following chapters about sensors and actuasdnshich Cibet library must be included
in which case.

6. Using Cibet

One of the greatest advantages of the Cibet frameldhat it is non-intrusive. Existing
applications can be enhanced by Cibet control fanatity with no change of existing code.
No change of domain objects, manager classes abast schemes is necessary. All control
and actuator functionality can be added by con&gan. All other Cibet code is optional and
only necessary if the additional functionalitiesGibet should be applied.

6.1 Scopes and Cibet Context

Cibet retrieves and stores properties and dataatleatsed internally in a context. Developers
can use the Cibet context to make application fipatata accessible to the Cibet framework.
One example for a context property is the loggeasier that must be made known to Cibet in
order to apply controllers and actuators.

There exist three scopes of the Cibet context:

- Request scope: Data in request scope are onlyabiailithin one http request. It can
be accessed with com.logitags.cibet.context. ComezpiestScope()

- Session scope: Data in session scope are availithiae the same http session. Cibet
session scope is linked to the http session. lbeaaccessed with
com.logitags.cibet.context.Context.sessionScope()

- Application scope: Data in application scope aralable in all threads and sessions.
It can be accessed with com.logitags.cibet.cor@exitext.applicationScope()

All three contexts have generic methods to setagdtremove any user-defined property. For
scope-specific additional properties with explggtter and setter methods see the API
Javadoc of RequestScope, SessionScope and ApmiiSatpe.

The Cibet session and request scope contextsragatafe. Every logged in user has an own
context. On each thread, the contexts must balizi#id and at the end of a thread the
contexts must be closed. This is important as meteaks could occur if the contexts are not
properly cleaned up.

The management of contexts is done by Cibet demeimtehow a thread is started. Several
explicit and implicit possibilities exist to stahd close the contexts. It is not harmful to start
the Context multiple times. If it is already staktstarting it again is ignored.

15



HTTP requests

In a web application each http request runs irffaréint thread. Therefore, the Cibet session
context must be reset on each request from thesagtgion. The linking of the Cibet session
context to the http session is done by the contdggicibet.context.CibetContextFilter. This
http filter is responsible for setting the Cibehtaxt on each request.

In order to make use of the CibetContextFilter, sadfollowing to the web.xml:

<filter >
<filter-name >cibetContextFilter </ filter-name >
<filter-class >

com.logitags.cibet.context.CibetContextFilter
</ filter-class >

</ filter >

<filter-mapping >
<filter-name >cibetContextFilter </ filter-name >
<url-pattern >/* </ url-pattern >

</ filter-mapping >

Often it is not desirable to run all requests tigloCibetContextFilter. Static resources should
be excluded for example. This is possible withgkeludes parameter which takes a comma
separated list of exclude regular expression psdter

<filter >
<filter-name >cibetContextFilter </ filter-name >
<filter-class >
com.logitags.cibet.context.CibetContextFilter
</ filter-class >

<init-param>
<param-name>excludes</param-name>
<param-value>.*/img/.*, .*/css/.*</param-value>
</init-param>
</ filter >

Please note that you don’t have to configure CibetéxtFilter if you use HTTP-FILTER
sensor with the CibetFilter (see chapter HTTP-HRTsensor). The CibetFilter inherits from
CibetContextFilter and contains already its funcdility.

EJB invocations

When remote EJBs or Message-Driven Beans are ioMiieeabove algorithm cannot be
applied because there is no login and no HTTP @eski order to initialize and close the
contexts in these cases the EJB/MDB must be destbvéith an interceptor like this:

@Stateless

@Remote
@Interceptors(CibetContextinterceptor.class)

public class RemoteEJBImpl implements RemoteEJB {

The non-intrusive way to configure this intercepgtoin the EJB descriptor XML file.
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POJO object invocations

Non-EJB objects can be invoked for example as aageslistener on a JMS queue or a batch
process that is started by a timer. Objects ofkimd cannot be decorated by
CibetContextInterceptor but must be annotated byk@Context:

@CibetContext
public class SomeService {

@CibetContext
public void doSomeService() {

-

The @CibetContext can be applied on class levehanethod level. In the first case, a
context is initialised and closed when any of thblig methods of this class are invoked, in
the second case only when the annotated methadaked.

@CibetContext is based on aspectJ. Therefore gexgsuntime library must be in the
classpath. It can be included with the followingwda dependency:

<dependency>
<groupld>org.aspectj</groupld>
<artifactld>aspectjrt</artifactld>
<version>???</version>
</dependency>

Cibet uses aspectj’s runtime weaving of applicatiasses. Therefore the runtime weaver

must be set as a java agent when your applicatistarted. This can be achieved by adding
the following parameter to the java start command:

java -javaagent:<path_to>\aspectjweaver-???.jar

The non-intrusive way is to configure an aspeciQdretContext in aspectj's aop.xml file.

Manual initialization

The context can be started manually with
Context.start();
Don’t forget to close the context with

Context.end();
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Implicit by sensors

If the context has not been started by one of xipdict methods described before the context
is initialized and closed when a sensor is executed

Implicit by Service classes

If the context has not been started by one of xipdict methods described before the context
is initialized and closed when one of the methdd&rohiveLoader, DcLoader, Locker,
SchedulerLoader or other business logic is invoked this to work, the application must be
started with the aspectweaver javaagent (see POj#0t anvocations)

Implicit by the Scheduler Task

If the context has not been started by one of xipdict methods described before the context
is initialized and closed when a scheduler tasikecuted.

6.2 User and Tenant

Some controller and actuators must know the userexiecutes the business process and
optionally the tenant/client in a multi-client agaition. The user must be set into the session
scope context to be accessible by Cibet. Normtilg,can be done after the user has been
authenticated during the login process. If the isauthenticated by Apache Shiro, Spring
Security or JavakEE Security Cibet can detect thgdd in user by itself and nothing has to be
done.

If the user is authenticated by other means, tbe aen be set into the HTTP session:

session.setAttribute(“CIBET_USER?”, user);

If no HTTP session is available the user can belisettly into the Cibet context. This is best
done after login, when the user has been authésdica

public void login(String user, String passw ord) {
/I authentication

Context.sessionScope().setUser(user);

}

Cibet detects the user by applying implementatafrtie AuthenticationProvider interface in
a sequence. The first AuthenticationProvider tbairns a user stops the sequence and
subsequent AuthenticationProviders are no moreeplier

18



It is possible to apply an own customized AuthattanProvider implementation. A
customized implementation must be registered elifi@ode or by configuration. In code
execute

Configuration.instance().registerAuthenticationProv ider(
new MyCustomAuthProvider());

Alternatively add in cibet-config.xml:

<authenticationProvider>
<class>com.myapp.MyCustomAuthProvider</class>
</authenticationProvider>

A custom AuthenticationProvider can be configurethwyeroperties:

<authenticationProvider>
<class>com.myapp.MyCustomAuthProvider</class>
<properties>
<myProp>any</myProp>
</properties>
</authenticationProvider>

In this case the implementation must have a prgpeyProp with getter and setter according
to the Java beans convention.

In a multi-tenant system, the tenant to whom trex belongs must be set into the Cibet
session context. The tenant can be set into thePHSEESsion:

session.setAttribute(“CIBET_TENANT”, user);
If no HTTP session is available the tenant cangbelisectly into the Cibet context:

Context.sessionContext().setTenant(tenant);

Alternatively, a customized implementation of thetienticationProvider interface like
described above that implements the getTenant()adetould be registered. It is also
possible to inherit from one of the Cibet AutheationProviders and override the getTenant()
method. Registration can be done by code or byigaration like demonstrated above.

HTTP requests

When the CibetContextFilter is applied in a webl@pgion, Cibet detects the user by
applying implementations of the AuthenticationPd®riinterface in the following sequence:

1. If auseris already in Context.sessionScope thési® taken

2. If Apache Shiro libraries are in the classpath,abthenticated user is taken
from Shiro SecurityUtils if any

3. If Spring Security libraries are in the classpdtie, authenticated user is taken
from Spring Security SecurityContextHolder if any
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4. If HttpServletRequest.getUserPrincipal() is notlnile user name is taken
from that Principal

5. If in an EJB container the SessionContext.getCRitlacipal() is not equal to
‘guest’ or ‘ANONYMOUS’, the user name is taken frahat Principal

6. If the user is set in the HTTP session under kdBEJ1 USER this is taken

7. If the filter parameter allowAnonymous is set toet(default is false), the IP
and port of the remote client will be set as u$ie filter parameter can be set

like this:
<filter >
<filter-name >cibetContextFilter </ filter-name >
<filter-class >
com.logitags.cibet.context.CibetContextFilter
</ filter-class >

<init-param>
<param-name>allowAnonymous</param-name>
<param-value>true</param-value>
</init-param>
</ filter >

EJB invocations

The CibetContextinterceptor sets the user applying the following sequence:

1. The sequence described above for http requestpied

4.

If no user is found up to here and a property ‘USHRME’ is found in the
invocationContext.contextData map the value isasatser. EJB context data could be
set when invoking remote EJBs for example withdBess EJB client API.

If the caller principal name in the EJB context@ anonymous or guest, this is taken
as user

The user is set to ANONYMOUS

For the tenant the following algorithm is applied:

1.

If a tenant is found in Context.sessionScope wlsatot the default tenant this one is
taken

If a property TENANT_NAME' is found in the invocanContext.contextData map
the value is set as tenant. EJB context data dmukkt when invoking remote EJBs
for example with the JBoss EJB client API.

If the tenant is set in the HTTP session underGMBET _TENANT this is taken

The default tenant is used
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POJO object invocations

The @CibetContext annotation has an optional ptg@#lowAnonymous which is defaulted
to false.

@CibetContext(allowAnonymous=true)
public class SomeService {

In addition to the sequence described above forretjuests, the user will be set to
‘ANONYMOUS’ if allowAnonymous is set to true.

6.3 EntityManager

Many Cibet actuators depend on a database (seepdiescof actuators if a database is
needed). Cibet can be used in applications thatased on JPA database access but also in
applications based on plain JDBC and DataSourngsrnially, Cibet uses JPA to persist and
query entities.

An instance of the EntityManager interface sengeARl for persistence operations. The
persistence unit must be defined in the persistendef the application and the
EntityManager that Cibet should use must be pralidehe Cibet request-scope context.
This is done automatically when the context istethwith CibetContextFilter, CibetFilter,
CibetContextinterceptor or @CibetContext. All thas to be done is to start the context as
described in chapter 6.1, define a persistencemttie persistence.xml and make the
persistence unit available in INDI. The filter girdeptor or annotation care for finding and
instantiating the correct EntityManager for Cib&liso in JIDBC applications you have to
include the Java persistence API and a persistantenust be present. The configuration of
the persistence unit depends on the environment:

- In a Java EE application, the transaction-type rbasiTA and the unit name must be
Cibet

- In aJava SE application the transaction-type nnefR ESOURCE_LOCAL and the
unit name must be CibetLocal.

- In a JDBC application the <provider> must be set to
com.logitags.cibet.sensor.jdbc.bridge.JdbcBridgeEes. Transaction-type and unit
name could be either JTA/Cibet or RESOURCE_LOCAb&Tiocal

In a Java EE environment the EntityManager is tejginto CibetEEContext EJB. In most
cases Cibet will detect the JNDI name of this B3Bli, but in some environments it can’t
find out if it is not a standard name. If you olv&ean error in the log that Cibet failed to
retrieve the JINDI name of CibetEEContext EJB whestating in an EJB container, you can
set it as a parameter of the CibetContextFilter:

<filter>
<filter-name>cibetContextFilter</filter-name >
<filter-class>
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com.logitags.cibet.context.CibetContextFilter
<[filter-class>
<init-param>
<param-name>EJB_JNDI_NAME</param-name>
<param-value>CibetEEContextEJBLocal</para m-value>
</init-param>
<[filter>

The Cibet entities must be declared in the perststenit with the <jar-file> tag. Add

<jar-file>cibet-<version>.jar</jar-file>

to the Cibet / CibetLocal persistence unit. Pleaste that according to Java EE specification
jar files are specified relative to the directonjar file that contains the root of the
persistence unit. It can be quit tricky to find ethat the root is, depending on your archive
type (ear or war) and the persistence providerdRaaentry in java.net Glassfish forum
(http://www.java.net/forum/topic/glassfish/glassfishats-root-web-archive-jar-file-entry-
persistencexnland see Java EE specification for details andheles. You can also define
the classes explicitly:

<class>com.logitags.cibet.actuator.archive.Archive</class>
<class>com.logitags.cibet.actuator.common.Controllable</class>
<class>com.logitags.cibet.core.EventResult</class>
<class>com.logitags.cibet.resource.ResourceParameter</class>
<class>com.logitags.cibet.sensor.ejb.EjbResource</class>
<class>com.logitags.cibet.sensor.http.HttpRequestResource</class>
<class>com.logitags.cibet.sensor.jdbc.driver.JdbcResource</class>
<class>com.logitags.cibet.sensor.jpa.JpaResource</class>
<class>com.logitags.cibet.sensor.jpa.JpaQueryResource</class>
<class>com.logitags.cibet.sensor.pojo.MethodResource</class>
<class>com.logitags.cibet.resource.Resource</class>

A JTA persistence unit must be made available iDIJNhis can be done by declaring itin a
deployment descriptor. In web.xml add the following

<persistence-unit-ref>
<persistence-unit-ref-name>java:comp/env/Cibet</persistence-unit-ref-name>
<persistence-unit-name>Cibet</persistence-unit-name>
</persistence-unit-ref>

Transaction management of Cibet / CibetLocal ENtagager is different in EE and SE
applications:

* In an EE application, the Cibet EntityManager yalh an active JTA transaction. It is
therefore necessary, that the controlled busingss is executed in a transacted
environment.

* In an SE application Cibet will start and commitansaction for the CibetLocal
EntityManager. The CibetLocal EntityManager is ipeiedent from a transacted
environment. If an application transaction is rdlack during execution of a
business case, the CibetLocal transaction shositdla rolled back with

httpSession.setAttribute(“CIBET_ROLLBACKONLY”, “tru e”);
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or
Context.requestScope().setRollbackOnly(true);

6.4 Using JPA sensor in a JDBC application

With JdbcBridgeProvider all sensors and actuatansbe used the same way as with a JPA
EntityManager. Even the JPA sensor can be usedgkhid makes not much sense to use
JdbcBridgeProvider in a JPA application. If JdbdBeProvider should be used with the JPA
sensor, some additional implementation effort basetdone.

If you want to use JPA sensor in a JDBC applicafwamatever sense that makes), you have to
give Cibet some extra information. The JdbcBridgaidanager translates the JPA APl into
calls to the JDBC API. Cibet does not know howetiery the entities of your application are
persisted; it does not know primary keys, table @sidmn names. Therefore this

functionality must be implemented by you. Cibet\pdes the interface
com.logitags.cibet.sensor.jdbc.EntityDefinition ardabstract implementation
com.logitags.cibet.sensor.jdbc.AbstractEntityDeifom, from which you can inherit an own
implementation per entity that you want to persiste interface defines the following

methods:
void persist(Connection jdbcConnection, Object obyj) throws SQLException;

This method will be called when the EntityManagersist(Object) is called. Implement this
method with an INSERT SQL statement. An implemenitadf this method must not commit
or close the connection.

<T> T merge(Connection jdbcConnection, T obj) throw s SQLException;

This method will be called when the EntityManager.ge(Object) method is called.
Implement this method with an UPDATE SQL statenserd return the updated object. An
implementation of this method must not commit arsel the connection.

void remove(Connection jdbcConnection, Object obj) throws SQLEXxception;

This method will be called when the EntityManagamove(Object) method is called.
Implement this method with a DELETE SQL statemémtimplementation of this method
must not commit or close the connection.

<T> T find(Connection jdbcConnection, Class<T> claz z, Object primaryKey);

This method will be called when the EntityManaged{Class, Object) method is called.
Implement this method with a SELECT SQL statemAntimplementation of this method
must not commit or close the connection.

List<Object> createFromResultSet(ResultSet rs) thro ws SQLEXxception;

This method will be called when one of the EntityMger.createQuery(String),
createNamedQuery(String) or createNativeQuery(&tmmethods is called and a
getResultList() or getSingleResult() is executedranreturned Query object. The ResultSet
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contains the result of the query. From each recothe ResultSet an object must be created
and returned in a list.

Map<String, String> getQueries();

returns a map of the names of all defined quefri¢iseoentity, mapped to the native SQL
statement. The name could be

1. the name of a JPA named query
2. the native SQL query itself (if it is a native qyer
3. a JPA query (if it is an on-the-fly query)

Example: Entity Contract is persisted in table aypget and defines a JPA named query:

@NamedQuery(name = "SEL_CTRCT", query = "SELECT c F ROM Contract c WHERE
c.contractNumber = :number")

In order to use this query with EntityManager.geti¢adQuery(), the getQueries() method in
ContractEntityDefinition implementation of Entitybation must return a map which
contains the native SQL statement for this nameatyqu

String sqgl = "SELECT id, ctrctNumber, create_date, reference FROM app_ctrct
WHERE ctrctNumber = ?";
map.put("SEL_CTRCT", sql);

If the same query is used also as a native quehyRvitityManager.getNativeQuery(), the
following entry must be added into the returned map

map.put(sql, sql);
If the same query is used as a JPA query with tiigyianager.getQuery() method, add

map.put("SELECT ¢ FROM Contract ¢ WHERE c.contractN umber = :number", sql);

You have to implement one EntityDefinition for eaaftity that you want to persist with the
EntityManager API. These implementations must lggstered in JdbcBridgeEntityManager.
You can do this with a static registering methoddbcBridgeEntityManager:

JdbcBridgeEntityManager.registerEntityDefinition(
MyJdbcEntity.class,
new MyJdbcEntityDefinition());

7. Integrating a sensor

7.1 EJB sensor

This sensor controls the invocation of local EJBhnds and remote EJBs on the server side.
The resource is in this case the EJB class nane¢htegwith the method name and the call
parameters.
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Requirements:
The javaee library must be in the classpath.

Configuration:

EJB service methods can be controlled by Cibeth WRCHIVE actuator this means that an
archive entry with class, method name and parasetevritten. If the invoked method's

return is not void the result value is stored il archive entry. With dual control schemes
this means that the method will not be invokedduspended until a second user released the
INVOKE action.

There is only one thing to do in order to let Cibentrol EJB method invocations: Declare
the CibetlInterceptor interceptor in your EJB:

@Stateless

@Remote

@Interceptors(com.logitags.cibet.sensor.ejb.Cibet Interceptor.class)
public class MyEJBImpl implements MyEJB {

7.2 EJB-CLIENT sensor

This sensor controls the invocation of remote EdBhe client side. The resource is in this
case the EJB class name together with the methoé aad the call parameters.

Requirements:
The javaee library must be in the classpath.

Configuration:

The EJB-CLIENT sensor behaves like the EJB senslgrtbat the invocation of the EJB is
controlled on the client side before the RPC satlane. Remote EJB calls are controlled by
applying the Cibet implementation of the Initial@extFactory. Usually, remote EJB calls are
done by configuring the remote connection datanmag@ and calling InitialContext with this
map. The sensor is applied like this:

props.put(javax.naming.Context.INITIAL_CONTEXT_FACT ORY,
CibetRemoteContextFactory.class.getName() );

props.put(CibetRemoteContext. NATIVE_INITIAL_CONTEXT _FACTORY,
"org.jboss.naming.remote.client.InitialCo ntextFactory");

props.put(javax.naming.Context. PROVIDER_URL, "remot e:/llocalhost:4447");

props.put("jboss.naming.client.ejb.context”, true);

InitialContext ctx = new InitialContext(props);

The original InitialContextFactory must be declame@ property with key
‘com.logitags.cibet.naming.factory.initial’. Thekes defined as a constant in
CibetRemoteContext.

If an EJB is looked up with this InitialContext aaanethod is called on this EJB it will be
intercepted on the client side.
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7.3 JPA sensor

This sensor controls insert, update and delet®Afehtities. The resource is in this case the
entity.

Requirements:

The JPA API library must be in the classpath. Ihiduded in the javaee library. This actuator
needs dependency cibet-jpa instead of cibet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-jpa</artifactld>
<version>${version}</version>
</dependency>

Configuration:

Use the Cibet persistence provider in the persistemit that shall be controlled. The original
provider of your persistence framework must barsptoperty
com.logitags.cibet.persistence.provider:

<persistence-unit name="myAPP-PU" transaction-type= "JTA">
<provider>com.logitags.cibet.sensor.jpa.Provi der</provider>
<properties>
<property name="com.logitags.cibet.persist ence.provider"
value="org.eclipse.persistence.jpa.Persis tenceProvider"/>
</properties>
</persistence-unit>

Only explicit persistence actions of EntityManager are contidilg Cibet, that is persist(),
merge(), remove() and find()mplicit persistence actions are not controlled. When for
example the following method is executed in a taatisn and the Account is updated in the
database implicitly this is not controllable by €iib

public void updateAccount(String accountNumber, int amount) {
Account account = cibetEM.find(Account.class, ac countNumber);
account.setBalance(account.geBalance() + amount) ;

}

When using dual control, ARCHIVE or SCHEDULER actua, the entity is serialized and
stored in a Cibet table. When the entity has laagling properties and is not completely
loaded, a LazylnitialisationException may be throwerformance issues must be taken into
account if entities contain large collectionsslhiot a good idea to control entities with the
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Cibet EntityManager that have many associatioresfiik example an Enterprise entity with a
collection of Employee. Per default, the actuatoasl the entity completely before storing it.
The find() method of the Cibet EntityManager loadsities lazily per default. It can be
forced to load eagerly by setting

| <property name="com.logitags.cibet.persistence.loa dEager" value="true"/> |

in the persistence unit.

7.4 JIPAQUERY sensor

This sensor controls named queries, on-the-flyiggemnd native queries. The resource is in
this case the query name, the JPA query or theen&@QL query together with any
parameters. If the query is a select query, theesponding event is SELECT, otherwise it is
UPDATEQUERY.

Examples:

Named query:

<setpoint id="t1">
<controls>
<event>
<include>SELECT</include>
</event>
<target>com.logitags.cibet.helper. TEntit y.SEL_BY_OWNER</target>
</controls>
<actuator name="ARCHIVE"/>
</setpoint>

JPA query:

<setpoint id="t2">
<controls>
<event>UPDATEQUERY</event>
<target>DELETE FROM TEntity a WHERE a.ow ner = :owner</target>
</controls>
<actuator name="FOUR_EYES"/>
</setpoint>

Native query:

<setpoint id="t3">
<controls>
<event>SELECT</event>
<target>
select COUNTER from CIB_TESTENTITY where OWNE R
</target>
</controls>
<actuator name="ARCHIVE"/>
</setpoint>

?1
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Requirements:

The JPA API library must be in the classpath. Hutuator needs dependency cibet-jpa
instead of cibet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-jpa</artifactld>
<version>${version}</version>
</dependency>

Configuration:

Use the Cibet persistence provider in the persistemit that shall be controlled. The original
provider of your persistence framework must bersptoperty
com.logitags.cibet.persistence.provider:

<persistence-unit name="myAPP-PU" transaction-type= "JTA">
<provider>com.logitags.cibet.sensor.jpa.Provi der</provider>
<properties>
<property name="com.logitags.cibet.persist ence.provider"
value="org.eclipse.persistence.jpa.Persis tenceProvider"/>
</properties>
</persistence-unit>

The getSingleResult() and getResultList() methddb@ Cibet Query load entities lazily per
default. It can be forced to load eagerly by sgttin

| <property name="com.logitags.cibet.persistence.loa dEager" value="true"/> |

in the persistence unit.

7.5 ASPECT sensor

This sensor controls the invocation of public methof any object. The resource is in this
case the object’s class name together with theadatame and the call parameters.

Requirements:

The ASPECT sensor is based on aspectj and usedjaspetime weaving of application
classes. Therefore the runtime weaver must bessejava agent when your application is
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started. This can be achieved by adding the foligwarameter to the java start command:

java -javaagent:<path_to>\aspectjweaver.jar

When dual control mechanisms or the REDO functionalte applied and the invoked class
is a Spring bean you need the Spring librarieherctasspath. In your Spring config file add
the following lines:

<context:component-scan base-package="com.logitags. cibet"/>
<aop:config proxy-target-class="true"/>

Configuration:
Cibet supports two mechanisms to set an ASPECTosens

1. by annotation. This allows some optional configraivhich may be necessary for
the redo or release of the method invocation.

2. Non-intrusively by configuration of an AspectJ adpe

1. Settingthesensor by annotation

There is only one thing to do in order to let Cibentrol method invocations by the ASPECT
sensor: Declare an interceptor in your class wiéh t
com.logitags.cibet.sensor.pojo.Cibetintercept astnum:

@CibetIntercept
public class MyPojoClass {

The @CibetIntercept annotation can be set on ciasa method level. If set on class level,
all public methods of that class are under Cibetrad; if set on method level only this
method is under Cibet control.

When dual control actuators or the REDO functidgalut of an archived method invocation
are applied the instantiation mechanism of therotietl object must be declared. Cibet
provides three factory classes:

@CibetIntercept(factoryClass = PojoFactory.class)
public class MyPojoClass {
public MyPojoClass(){

}

This is the default. The PojoFactory must be us#tei MyPojoClass object is instantiated
with the default constructor or as a Singletoth# constructor or Singleton method takes a
String parameter it can be also set in the Intéraepotation:

@CibetIntercept(factoryClass = PojoFactory.class, param="123")
public class MyPojoClass {
public MyPojoClass(String aParameter){
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If the MyPojoClass object is instantiated with tiedp of a factory class, the FactoryFactory
class must be used and the actual factory classbaiset in the param value:

@CibetIntercept(factoryClass = FactoryFactory.cla Ss,
param="my.app.MyFactory”)
public class MyPojoClass {

The FactoryFactory class will search in MyFactanyd method that will return an instance
of the MyPojoClass class:

public class MyFactory {
MyPojoClass createMyPojoClass(){

}
You can also set the factory method explicitly:

@CibetlIntercept(factoryClass = FactoryFactory.cla Ss,
param="my.app.MyFactory.createMyP ojoClass()")
public class MyPojoClass {

If the object on which to invoke the method is aiggpbean the SpringBeanFactory must be
set:

@CibetlIntercept(factoryClass = SpringBeanFactory. class)
public class MyPojoClass {

If the object is declared with a bean id in theiggprconfig, this id can be set in the param
value:

@CibetIntercept(factoryClass = SpringBeanFactory. class, param="myPojo")
public class MyPojoClass {

2. Setting the sensor with an aspect

Instead of setting the sensor in the code it cem la¢ defined as a concrete aspect in aop.xml
which must be in the META-INF directory in the ddaath of the application. See the AspectJ
documentation for detailed information about paitécand concrete aspects and how to
define them in aop.xml. An example of an aspectigamtion in aop.xml that controls
invocations of the getName() method in class SubikeController is:

<aspectj>
<aspects>
<concrete-aspect name="com.xyz.tracing.Aspect Test"
extends="com.logitags.cibet.sen sor.pojo.CustomAspect">
<pointcut name="cibetIntercept"
expression="target(com.helper.SubArchiv eController) &amp;&amp;

execution(public String getName())"/>
</concrete-aspect>
</aspects>
</aspectj>

With an annotation this aspect would look like this
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public class SubArchiveController {
@CibetIntercept
public String getName() {

}
}

The rules for defining aspects in aop.xml for tHePECT sensor are:

» The name of the aspect can be any name
» The aspect must extend com.logitags.cibet.sengorGagstomAspect
* The pointcut name must be cibetIntercept

It is not possible to configure the factory clake with the annotation. However, Cibet tries
to find out the factory class by itself. If you wda have more control about the factory class
the annotation variant must be used.

It is also possible to use a custom aspect todefgrEJB methods instead of using
com.logitags.cibet.sensor.ejb.Cibetinterceptor.

7.6 HTTP-FILTER sensor

This sensor controls http requests to an URL. Eseurce is in this case the URL together
with header, attributes, querystring and form paatans.

Requirements:
This sensor needs also the servlet APl 2.5

Configuration:

The HTTP-FILTER sensor is in fact a servlet filter order to install the filter add to your
web.xml something like this:

<filter>
<filter-name>cibetFilter</filter-name>
<filter-class>com.logitags.cibet.sensor.http.Ci betFilter
<ffilter-class>

<ffilter>

<filter-mapping>
<filter-name>cibetFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

Often it is not desirable to run all requests tigloCibetFilter. Static resources should be
excluded for example. This is possible with thele@des parameter which takes a comma
separated list of exclude regular expression pettésee also chapter 6.1).

Please note that you don’t have to configure theetClontextFilter if you use HTTP-FILTER
sensor with the CibetFilter (see chapter Scopd<Capet Context). CibetFilter inherits from
CibetContextFilter and contains already its fundility.
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7.7 HTTP-PROXY sensor

While HTTP-FILTER controls http requests on thevseiside, this sensor controls on the
client side. It does this with the help of a preeyver. It is possible to start several proxy
servers with different configuration. Each proxyvee has a unique name.

Requirements:

Configuration:

The following properties can be configured per pr(see also JavaDoc of class

ProxyConfig):

Property

Data type

Default

Description

cibet.proxy.mode

ProxyMode

NO_PRO
Y

XThe mode in which the proxy is
run:

NO_PROXY: no proxy is started
MITM: Proxy is started as Man-
in-the-middle. SSL requests can
be controlled but no upstream
proxy can be addressed. This
should be the default for control
of https requests
CHAINEDPROXY: Proxy is
started in proxy mode. SSL
requests are opaque. An upstred
proxy can be configured. Only
http requests can be controlled.

cibet.proxy.port

int

8078

Proxy port

cibet.proxy.chainedProxy
Host

String

Optional host name of an
upstream proxy. Ignored when
MITM mode is set.

cibet.proxy.chainedProxy
Port

int

Optional port of an upstream
proxy. Ignored when MITM mods
is set.

AMm

D

cibet.proxy.bufferSize

int

1024*1024

Chunked re¢si@se aggregated
in a buffer. Increase buffer size i
the body content of the requests
exceeds the default.

f

cibet.proxy.timeout

int

10000

the timeout for coaitigg to the
upstream server on a new
connection, in milliseconds

cibet.proxy.clientKeystor
e

String

optional name of a keystore in t
classpath for SSL with client
certificate authentication

cibet.proxy.clientKeystor
ePassword

String

optional password of a keystore

n

the classpath for SSL with client
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certificate authentication
cibet.proxy.excludes Comma a list of regex patterns for URLS
separated list that shall be excluded from
of String sensoring

Multiple proxies with different properties can ldarsed which must have a unique name. The
proxy can be configured and started by one of Veays:

1. Filter parameters

The proxy can be configured in the web.xml for @ibetContextFilter or CibetFilter filter.
The proxy name is appended to the configuratioarpater. This will start a proxy with name
MyProxy:

<filter>

<filter-name>cibetContextFilter</filter-name>

<filter-class>

com.logitags.cibet.context.CibetContextFilter

<ffilter-class>

<init-param>
<param-name>cibet.proxy.mode.MyProxy</param-name>
<param-value>MITM</param-value>

</init-param>

<init-param>
<param-name>cibet.proxy.port.MyProxy</param-name>
<param-value>10113</param-value>

</init-param>

<)i‘ilter>

2. System properties

The proxy paramters can be set as system propertoesie or when starting the application:

System.setProperty(Configuration.PROXY_CLIENT_KEY STORE + ".MyProxy”,
"clientKeystore.jks");

System.setProperty(Configuration.PROXY_CLIENT_KEY STOREPASSWORD +
".MyProxy”, "test");

System.setProperty(Configuration.PROXY_PORT +".M yProxy”, "10113");

System.setProperty(Configuration.PROXY_MODE + ".M yProxy”,
ProxyMode.MITM.name());

Configuration.instance().initialise();

3. Manual

The proxy can be configured and started directigode:

ProxyConfig config = new ProxyConfig();
Config.setName(“MyProxy”);
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config.setMode(ProxyMode.CHAINEDPROXY);
config.setPort(10113);
config.setChainedProxyHost("192.168.55.1");
config.setChainedProxyPort(11113);
Configuration.instance().startProxy(config);

4. MBean

The proxy can be started with a JIMX console byirmglihe method

String startProxy(String name, String mode, int por t, int bufferSize, int
timeout, String chainedHost, int chainedPort, Str ing clientkeystore,
String keystorePassword, String excludes)

of MBean ConfigurationService. All parameters exaggme, mode and port are optional.

Usage

Start the application with system properties htipxgHost and http.proxyPort set to the Cibet
proxy or set the proxy according to your http difamework like:

HttpHost proxy = new HttpHost("localhost", 10113) ;
CloseableHttpClient cl = HttpClients.custom().set Proxy(proxy).build();

and send http requests as usual. Actuators areitexieon the request according to the
setpoint configurations.

Context propagation: As the proxy is running inocam thread the Cibet context of the calling
thread must be propagated to the proxy thread.i$mecessary if context information like
user name, tenant, remarks, playing mode etc. dhmubvailable in the proxy thread. The
Cibet context can be propagated by adding a héadee HTTP request like:

method.addHeader(Headers.CIBET_CONTEXT.name(), Cont ext.encodeContext()); |

7.8 JDBC sensor

This sensor controls inserts, updates and delet@slatabase table. The resource is in this
case the SQL query together with parameters.

Requirements:

A JDBC driver of your preferred database must bibénclasspath. This actuator needs
dependency cibet-jpa instead of cibet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-jpa</artifactld>
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<version>${version}</version>
</dependency>

Configuration:

JDBC calls can be intercepted and controlled byCibhe sensor is implemented as a JDBC
driver with class name com.logitags.cibet.sensoc.gdriver.CibetDriver. The connection
URL has the following format:

jdbc:cibet:<native sql driver class>:<native URL>

where <native sql driver class> is the class nafleeooriginal JDBC driver and <native
URL> is the original connection URL without leadifubc:. For an Oracle database the URL
would be for example like this:

jdbc:cibet:oracle.jdbc.OracleDriver.oracle:thin: @1868.1.64:1521:xe

Not all JDBC queries can be controlled. Generalhly INSERT, UPDATE and DELETE
statements are controlled. Batch updates and dedetenot controlled. Furthermore, only
updates and deletes where the primary key colunmtiee WHERE clause can be controlled.
Tables with multi-column primary keys are not suped.

RESTORE event is not supported for JIDBC sensor.

8. Configuration

Configuration of Cibet consists of parameterizictuators and defining setpoints.
Optionally, providers for security, notificationdauthentication and custom controls can be
defined.

This can be done either in a configuration fileetibonfig.xml which is found in the classpath
or in code. Cibet looks for all files named cibetiig.xml in the classpath and merges its
configuration.

If for example a setpoint should be defined in ¢attesomething like

Setpoint setpointl = new Setpoint(“spl”);

Configuration.instance().registerSetpoint(setpgint1l

8.1Definition of setpoints

The general structure of a setpoint in xml is:

<setpoint>
<controls>
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</controls>
<actuator />
<actuator />

</setpoint>

The controls elements represent the IF part whereanditions are defined for which the
following declared actuators should be applied.t@dmrlements have child elements
<include> and <exclude>. If an include elementaBrebd the setpoint is applied if the
control condition is matched. If an exclude elemsmtefined the setpoint is applied if the
control condition is not matched. For example mudti-tenant application the control

<setpoint id="sp-A">
<controls>
<tenant>
<include>clientA</include>
</tenant>
</controls>
<actuator name="ARCHIVE" />
</setpoint>

is applied only if the current tenant is clientAeveas the following setpoint is applied for all
other tenants except clientA:

<setpoint id="sp-B">
<controls>
<tenant>
<exclude>clientA</exclude>
</tenant>
</controls>
<actuator name="ARCHIVE" />
</setpoint>

Uniqueidentifier

Each setpoint has a unique identifier by whicls idientified during runtime and in the log
files.

XML:

<setpoint id="sp1">

Code:
Setpoint setpointl = new Setpoint(“spl”);

Multiple configuration files cibet_config.xml coulgk in the classpath which have a unique
name:

<cibet xmins=  http://www.logitags.com
xmins:xsi= http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemal.ocation="http://www.logitags.com
http://www.logitags.com/cibet/cibet-config_1.4.x sd"
name="config2">

36



In order to guarantee uniqueness of setpoints acnodtiple cibet_config.xml files the
setpoint id is <cibet name>/<setpoint id>.

Setpoint inheritance

Setpoints can inherit from other setpoints. Thieved a significant reduction of configuration
code in complex control scenarios. Only the cordidinitions which is the IF condition are
inherited. The actuators or the THEN part is nbenited.

XML:
<setpoint id="Basic">
<)§;etpoint>
<setpoint id="sp1” extends="Basic">
<)§;etpoint>

Code:
Setpoint basicSP = new Setpoint(“Basic”);
Setpoint setpointl = new Setpoint(“spl”, basicSP) ;

If e.g. in setpoint Basic a target control elemsmd some other controls are defined and in
setpoint spl the same target should be controlkeavith other conditions, the target element
must not be repeated in spl. If the parent setpoimtains a control that you don’t want apply
in a child setpoint just set an empty control ia thild setpoint.

Please see the scenarios for controlling a domgecb
(http://www.logitags.com/cibet/scenario-domain.htarhd controlling a service call
(http://www.logitags.com/cibet/scenario-usecase hfarlcomplete examples for definition
of setpoints.

8.2 Tenant Control

Evaluates the tenant in the setpoint against thentewhich is set in the context. Evaluates
also tenant hierarchies. In tenant hierarchiesehant ids are separated by a |. If no setpoints
for the actual tenant exist the Control checkgipsints for one of the parents up to the
default tenant exist. This is an optional contradl @an be omitted if the application is not
tenant-specific. A setpoint can be defined for ipidttenants.

XML:

<l—- setpoint matches for the German client of 1B ank -->
<tenant>

<include>IBank|Germany</include>
</tenant>

<l—- setpoint matches for the German and French ¢ lient of IBank -->
<tenant>

<include>IBank|Germany</include>

<include>IBank|France</include>
</tenant>
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Code:
setpoint.addTenantincludes("IBank|Germany");

setpoint.addTenantincludes("IBank|Germany", "IBan k|France");

Cibet supports multi-tenant systems. A multi-teregoytlication hosts several clients or
tenants where each client has its own view onyktem without interference between the
clients. Each tenant can view only his own dataasusses the application without influence
on the other tenants. Of cause this could be aetiby deploying an own instance of the
application and database independently for eacdmtdyut often this means much higher
effort for maintenance and support. Therefore sametimes easier, especially if there are
many clients to host, to install them all on ongtamce of the application and to use one
database for all. One possibility to keep databilisy restricted to the tenant is to assign to
each domain object (and table record) the tenawhtam it belongs.

In Cibet multi-tenancy is achieved through introiitue of a tenant attribute to all internal
Cibet domain objects. Cibet supports also tenarahthies. What does that mean?

Let's say you run an application for a big inteioral bank with name IntBank. The bank has
national branches and in some countries subsidiafiee bank's business rules allow
headquarters to see data of all branches and sassd The branches may see only their
national data including the data of the nationéissdiaries. The subsidiaries at last can see
only their local data. You may have the followirgant hierarchy for IntBank:

IntB ack
Head
TntB ank TntB anik TntB ank TntB anik
France s Fermany 3B
California Midwest New Tork

Figure 7: Exampletenant hierarchy

The Cibet tenant attribute is a concatenation eftémant ids separated by a |. In the example

the tenant attributes may then be:
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Head
Head|France, Head|US, Head|Germany, Head|GB
Head|US|California, Head|US|Midwest, Head|US|Newk Yo

If an application is not tenant-specific Cibet useDEFAULT' as default for the tenant
attribute.

8.3 Event Control

Evaluates the event(s) in the setpoint againstiinent event. A setpoint can be defined for
multiple events. It depends on the sensor anddh&aled resource which control events can
be applied (see chapter ‘Controls in the contexhefsensor’).

XML:

<l—- matches for UPDATE, INSERT and DELETE persis tence operations -->
<event>

<include>UPDATE</include>

<include>INSERT</include>

<include>DELETE</include>
</event>

<l— matches all entity persistence operations -- >
<event>

<include>PERSIST</include>
</event>

Code:

setpoint.addEventincludes(ControlEvent. UPDATE, Co ntrolEvent.INSERT,
ControlEvent.DELETE);

setpoint.addEventincludes(ControlEvent.PERSIST);

8.4 Target Control

Evaluates the target for this setpoint. The tacgetd be a class name of a domain object
when its persistence should be controlled, thesatasne of a service class if a service call
should be controlled or a URL if a http requestudtidoe controlled. In the context of JDBC
sensor the target is the table name which is cldedkdt depends on the sensor and the
controlled resource what the target is (see chaptartrols in the context of the sensor’).

The target element can contain more than one taegat. The target element accepts
patterns with *. Here are some examples:

XML:

<!-- a concrete full qualified class name -->
<target>

<include>com.app.accounting.Account</includ e>
</target>

<!-- all classes of a package -->
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<target>
<include>com.app.client.*</include>
<include>com.app.gui.*</include>
</target>

<!-- all classes of the service package that start with Txn -->
<target>

<include>com.app.service.Txn*</include>
</target>

<!-- a concrete URL -->
<target>

<include>http://www.logitags.de/cibet/docum entation.htmi</include>
</target>

<I-- all resources in cibet/ -->
<target>

<include> http://www.logitags.de/cibet/*</include >
</target>

<l—a JPA query -->

<target>
<include>SELECT a FROM TEntity a WHERE
a.owner = ?1 AND a.xCaltimestamp = ?2 </include>
</target>
Code:

setpoint.addTargetincludes("com.app.accounting.Ac count");
setpoint.addTargetincludes("com.app.client.*", "c om.app.gui.*");
setpoint.addTargetincludes("com.app.service. Txn*" );
setpoint.addTargetincludes(

"http://www.logitags.de/cibet/documentation.htm ";
setpoint.addTargetincludes("http://www.logitags.d e/cibet/*");
setpoint.addTargetincludes("SELECT a FROM TEntity a WHERE

a.owner = ?1 AND a.xCaltimestamp = ?2 ");

8.5 State Change Control

Evaluates the state of object attributes or thte sthcolumns of an updated table (JDBC).
This evaluation is executed only for UPDATE con&weknts, for other events this control is
ignored. The control compares the actual statbebbject under control against its persistent
state. Attributes in associated objects of therodlet object can be declared with the point
notation in stateChange elements. If for examplelgact has an attribute addr of type
Address which in turn has a String attribute ditg transitive property is written as addr.city

Example classes:

public class Customer {
private String name;
private boolean active;
private Address addr;

}
public class Address {

40



private String city;
private String email;
private Contact contact;

.

public class Contact {
private String telephone;
private String telephone2;
private String telephone3;

.

XML:

<l-- exclude Customer state changes of active pro
transitive property telephone3 in Contact ob
<target>
<include>com.app.Customer</include>
</target>
<stateChange>
<exclude>active</exclude>
<exclude>addr.contact.telephone3</exclude>
</stateChange>

<l-- include Address state changes of email prope
properties of associated Contact object -->
<target>
<include>com.app.Address</include>
</target>
<stateChange>
<include>email</include>
<include>contact</include>
</stateChange>

Code:
setpoint.addStateChangeExcludes( “active”, “addr.

setpoint.addStateChangelncludes(“email”, “contact

perty and
ject -->

rty and all

contact.telephone3”);

")

StateChange control will not work if uncommitteddif@ations exist on the controlled target
entity. Because the dirty check is done in a se¢ansaction a LockAcquisitionException

could occur.

8.6 Method Control

Evaluates the actual executed method against thigocheonfigured in the setpoint. The
Method Control can be applied for Java method iatioas as well as for http requests. In the
latter case the http method is evaluated. The ndettement accepts patterns as method
name. A setpoint can be defined for multiple methdtere are some examples:

XML:

<!-- a concrete method without parameters -->
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<method>
<include>doSomething()</include>
</method>

<l-- a concrete method with parameters -->
<method>

<include>doSomething(String, com.logitags.cibet .TEntity, int)</include>
</method>

<l-- all overloaded methods of the same name -->
<method>

<include>doSomething</include>
</method>

<!-- all methods starting with do or make -->
<method>
<include>do*</include>
<include>make*</include>
</method>

<l-- http POST method -->
<method>

<include>POST</include>
</method>

Code:

setpoint.addMethodIncludes("doSomething()");
setpoint.addMethodIncludes("doSomething(String,
com.logitags.cibet. TEntity, int)");
setpoint.addMethodIncludes("doSomething™);
setpoint.addMethodIncludes("do*", "make*");
setpoint.addMethodIncludes("POST");

8.7 Invoker Control

For events detected by JPA, JDBC, EJB and ASPEG3ose this control evaluates the direct
and indirect invoker methods in the current thragadinst the invokers configured in the
setpoint. For INVOKE events from a HTTP-FILTER sengshe invoker is looked up in the
server chain from where the request originateds &hihe remote host IP or DNS name. If
the request has been passed through one or mong servers the list of invokers is
constructed from the HTTP_X FORWARDED_FOR headerélsent. An invoker chain
looks something like:

client, proxyl, proxy2, proxy3

The Invoker Control checks in this case if the exsiunas been invoked or passed through one
of the given IPs.

This control allows for example, that an actuasoexecuted for a business case if it is called
from the GUI, but is not when called from a batcbgess.

The invoker element accepts patterns. Here are saaraples:
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XML:

<!-- no control if invoked by any method of class BatchProcessor -->
<invoker>

<exclude>com.app.batch.BatchProcessor</exclude>
</invoker>

<!-- control only if invoked by any method of any class in the
com.root package or from any method of any ¢ lass in the
webservice package -->
<invoker>
<include>com.root.*</include>
<include>com.app.webservice.*</include>

</invoker>
<!-- control only if invoked by receive method in class
AccountService. The receive method can be ov erloaded,
method signature is not evaluated -->
<invoker>
<include>com.app.web.AccountService.receive()</ include>
</invoker>
<!-- control only if http request comes from an | P or
has passed through a proxy with this IP -->
<invoker>
<include>192.168.1.45</include>
</invoker>
<!-- control only if http request comes from an | P range or
has passed through a proxy within this range -->
<invoker>
<include>192.168.*</include>
</invoker>
Code:
setpoint.addinvokerExcludes("com.app.batch.BatchP rocessor");
setpoint.addinvokerincludes("com.root.*, com.app. webservice.*");
setpoint.addinvokerincludes("com.app.web.AccountS ervice.receive()");

setpoint.addinvokerincludes('192.168.1.45");
setpoint.addinvokerincludes('192.168.*");

8.8 Condition Control

Evaluates JavaScript conditions. The condition elgncan contain any JavaScript statements
that return a boolean value at the end. The sdtpmatches if the condition evaluates to true.
The condition could also be externalized into @. fiThis is more convenient if several
conditions must be concatenated or you want tdursgions. In order to read the condition
from a file start the condition with ‘file:’ and g then the location of the file. The location
can be set absolute or as a classpath entry.

The following variables can be used in a conditiefinition:

+ $REQUESTSCORPE: the context request scope

+  $SESSIONSCOPE: the context session scope

+  $APPLICATIONSCOPE: the context application scope
- $EVENT: the actual control event
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Additional variables are available depending onrédsaurce that is being controlled.

EJB and POJO method invocations:
« $TARGETOBJECT: the actual object which is invoked
«  $TARGET: the class name of the object which is ke
+  $PARAMO, $SPARAML1 ... SPARAMN: method parameter abgein declared order

+ $TARGETOBJECT: the actual persistent object

«  $TARGET: the class name of the persistent object

« $ +simple class naméehe actual persistent object (same as TARGET)
+  $PRIMARYKEY: the unique id value of the persistebject

JPAQUERY:

«  $TARGET: named query, JPA query or native query

JDBC:
« S$TARGETOBJECT: the SQL statement
« $TARGET: the table name in the SQL statement
+  $PRIMARYKEY: the primary key value in the WHERE gke of the SQL statement
«  $COLUMNS: the parameters of an SQL statement &4 aflSqlParameter

HTTP request:
« S$TARGET: the requested URL
« SHTTPATTRIBUTES: map of http attributes
+ $HTTPHEADERS: map of http headers
+ $HTTPPARAMETERS: map of http querystring or fornraraeters

XML:

<l-- This is a special setpoint for Werner -->
<condition>

<include>$SESSIONSCOPE.getUser() == 'Werner'</i nclude>
</condition>

<l-- this setpoint matches only for Test environm ent (the property
must have been set before) -->
<condition>
<include>$APPLICATIONSCOPE.getProperty(‘environ ment')
.equals('TEST")</include>
</condition>

<l-- this setpoint matches if an object is in the Cibet context under key
currentSession and the getCounter() method
of this object returns 7 -->
<condition>
<include>
$SESSIONSCOPE.getProperty(“"currentSession") ! =null
&amp;&amp;
$SESSIONSCOPE.getProperty(“currentSession").g etCounter() ==
<f/include>
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</condition>

<l-- setpoint matches if the getCounter() method
under control of type AccountManager yields
<condition>
<include>$AccountManager.getCounter() &gt; 10</
</condition>

<l-- setpoint matches if first parameter of the a
method under control has value 2 -->
<condition>
<include>$PARAMO == 2</include>
</condition>

<l-- setpoint matches if second parameter of the
control which is of type Date is in the past
<condition>
<include>
importPackage(java.util);
var DATE = new Date();
printin(‘todays date: ' + DATE);
printin('Date parameter: ' + SPARAM1);
$PARAM1.before(DATE);
</include>
</condition>

<l-- setpoint matches if third parameter is null
<condition>

<include>$PARAM2 == null</include>
</condition>

<l-- setpoint matches if a String http attribute
boolean http header value is true and an int
parameter is 67 -->
<condition>
<include>

$SHTTPATTRIBUTES.get('pl)=="Hase' &amp;&amp;
$HTTPHEADERS.get(‘headl’) == true &amp;&amp;

$HTTPPARAMETERS.get('‘paraml’) == 67
<f/include>
</condition>

<l-- setpoint matches if the condition in file te
in the classpath is fulfilled -->
<condition>
<include>file:testscript2.js</include>
</condition>

<l-- setpoint matches if the condition in file te
located under the given URL is fulfilled -->
<condition>
<include>
file:C:\projects\cibet/src/test/resources/tes
</include>
</condition>

Code:

setpoint.addConditionincludes("$SESSIONSCOPE.getU
setpoint.addConditionIncludes("$APPLICATIONSCOPE

.getProperty(‘environment’).equals(INVOKE")");

of the actual object
> 10 -->

include>

ctual

actual method under

>

>

equals to Hase, a
http

stscript2.js which is

stscriptl.js which is

tscriptl.js

ser() == 'Werner");
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setpoint.addConditionincludes(

"$SESSIONSCOPE.getProperty(\"currentSession\") I=null
&& $ SESSIONSCOPE.getProperty(\"currentSession \").getCounter() == 7");
setpoint.addConditionincludes("$AccountManager.ge tCounter() > 10");

setpoint.addConditionincludes("$PARAMO == 2");
setpoint.addConditionincludes(
"importPackage(java.util); var DATE = new Date( );

printin(todays date: ' + DATE); printin('Dat e parameter:; '

+ $PARAM1); $SPARAML1.before(DATE);");
setpoint.addConditionincludes("$PARAM2 == null");
setpoint.addConditionincludes("$HTTPATTRIBUTES.ge t('pl)=="Hase' &&

$HTTPHEADERS.get('headl’) == true &&

$HTTPPARAMETERS.get('paraml’) == 67");

setpoint.addConditionIncludes(“file:testscript2. s");
setpoint.addConditionincludes(
"file:C:\projects\cibet/src/test/resources/te stscriptl.js");

8.9 Implementing Custom Controls

Own custom Control implementations can be regidteréhe configuration file or with the
Configuration API. In cibet-config.xml add a coritedement and set the class tag. If the
Control implementation uses own properties, theylmadefined with property tags. The
implementation must have a setter method with aenfatfowing the Java Beans convention
and taking a String argument as parameter:

XML:

<control name="MYCONTROL">
<class>com.company.MyControl</class>
<properties>
<myAttribute>someValue</myAttribute>
</properties>
</control>

Code:

Configuration.instance().registerControl(new MyCont rol());

Control implementations must implement interfacendogitags.cibet.control.Control,
provide a default constructor and must provide igusaname which is returned by method
getName(). It is recommended to inherit from AbstiCantrol and overwrite the methods the
custom control is interested in. This ensuresttatustom control works also in case of
future interface enhancements.

In a setpoint the custom control is applied witb<¢tustomControl>  tag.

For example you want a business case be execule@ben some system object is in a
special state. A custom Control may check customesth parameters. Own context

properties can be set into application-, sessioneg@uest scope which provide methods to set,
get and remove a property.

Register a custom SystemStateControl and setdkeisto the context before executing the
business case:
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Configuration.instance().registerControl(new Syst emStateControl());

E:.ontext.requestScope().setProperty(
“SYSTEM_STATE", systemObject.getState());

Implement the evaluate(Set<String value, EventMatadetadata) method of
SystemStateControl something like:

If (Context.requestScope().getProperty("SYSTEM_ST ATE”") == OK) {
return true;

}else {
return false;

}
Apply the control in a setpoint like this:

<setpoint id="K1">
<controls>
<customControls>
<customControl name="MY SystemStateControl" />
</customControls>
</controls>
<actuator name="INFOLOG"/>
</setpoint>

If the value of theccustomControl>  tag is a comma separated list of states for wiieh
control should evaluate true SystemStateControk imeigmplemented like this:

- The first parameter of the evaluate() method id.ieeof configured states.
Implement it something like this:

if (values.contains(
Context.requestScope().getProperty("SYSTEM_STATE” N {
return true;
}else {
return false;

}
In the setpoint the control will then be applidcelihis:

<setpoint id="K1">
<controls>
<customControls>
<customControl name="MY SystemStateControl">
<include>OK</include>
<include>PENDING</include>
</customControl>
</customControls>
</controls>
<actuator name="INFOLOG"/>
</setpoint>
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8.10 Controls in the context of the sensor

The meaning of the described controls can diffepeting to the applied sensor. The
following table lists how controls are applied iretcontext of the different sensors and what

values are allowed.

8.11 Actuator configuration

In the setpoints only the names of actuators ackacks:

XML:
<actuator name="SPRING_SECURITY" />

Code:
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Actuator act = Configuration.instance().getActuat or(
SpringSecurityActuator. DEFAULTNAME);
setpoint.addActuator(act);

Each built-in actuator has a default name.

Some actuators have properties which can be adjuBkes is done in the configuration file in
actuator elements or in code by setting the pragsedirectly. The SPRING_SECURITY
actuator for example needs rules for authorizatioimere is only one rule which should be
applied in the whole application it can be defiasdollows:

XML:
<cibet>

<!-- set the preAuthorize property of the built -in default
SpringSecurityActuator instance -->
<actuator name="SPRING_SECURITY">
<properties>
<preAuthorize>hasRole('WALTER")</preAuthori ze>
</properties>
</actuator>

<setpoint>
</cibet>
Code:

SpringSecurityActuator act = (SpringSecurityActua tor)
Configuration.instance().getActuator(
SpringSecurityActuator. DEFAULTNAME);
act.setPreAuthorize(“hasRole('WALTER")");

If there are more rules to apply what normallyhis tase you have to instantiate another
SpringSecurityActuator:

XML:

<actuator name="PermitAuthorizer">
<class>
com.logitags.cibet.actuator.springsecurity. SpringSecurityActuator
</class>
<properties>
<permitAll></permitAll>
</properties>
</actuator>

Code:
SpringSecurityActuator permitter = new
SpringSecurityActuator(“PermitAuthorizer”);

permitter.setPermitAll(true);
Configuration.instance().registerActuator(permitt er);
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8.12 Runtime Configuration changes

The configuration from file cibet-config.xml is @ato memory when the application server
is started. Afterwards the configuration in memoay be overwritten only by code.
However, it is possible to force a rereading ofd¢befiguration file and to re-initialise the
configuration at runtime with the help of a IMX MiBe At startup Cibet registers
automatically a ConfigurationService MBean in tpplaation servers MBean server. In
order to make a reinitialisation start a JMX coedie jconsole which is part of the standard
Java SDK (Figure 8). You will find the Configurati®ervice MBean which offers eight
operations:

- initialize: reads the complete configuration filedare-initialises Cibet

- reinitActuators: re-initialises only the actuatfnem the configuration file

- reinitControls: re-initialises only the control d@efions from the configuration file
- reinitSetpoints: re-initialises only the setpoifrtam the configuration file

- reinitAuthenticationProvider: re-initialises onlyet AuthenticationProvider from the
configuration file

- reinitNotificationProvider: re-initialises only theotificationProvider from the
configuration file

- reinitSecurityProvider: re-initialises only the SetyProvider from the configuration
file

- start a proxy: starts a proxy for the HTTP-PROXYis® with the given parameters

50



|£| Java Monitoring & Management Console - pid: 2716 jboss-modulesjar -mp D:\appserver\jboss-eap-6.4\modules -jaxpmodule javaxaxml jaxp... E@ﬂ

|£:| Connection Window Help (= ] IE‘ N _x_'|
| overview | Memory | Threads | Classzes | YM Summary | MBeans | =ii=
[ | MImplementation Operation invocation

£l com.logitags. dbet

=8 | Configuration
- |cTestApplication
o

java.lang.5tring I re-init AuthenticationProvider |()

-re-init AuthenticationProvider
-re-init NotificationProvider java.lana.String
-re-init SecurityProvider
-initialise

-re-init Actuators
-re-init Controls
w-re-nit Setpaints. java.lang.String 0
~start a proxy
- | LoadControlActuator
-+ | com,sun.management
-1, java.lang

|| java.nio java.lang.5tring )
| java.util.logging
| jposs.as

|| jboss.as.expr
| jboss.jta ) )
- | jboss.modules Java.lang.String O
- |, jboss.msc

- | jboss.remoting.handler
- |, jboss.ws

re-init NotificationProvider l {)

T o e [ e B e e o [ e o [
s o R s o o s e R R

java.lang,5tring re-init Controls | {)

java.lang.String re-nit Setpaints | ()

e St : E— §
IAvaEnG g start a proxy { proxy name | String | 4 proxy mode | String | » proxy port |

Figure 8: Cibet ConfigurationService deployed as M Bean

9. Actuators

9.1INFOLOG actuator

Default name: INFOLOG

Class: com.logitags.cibet.actuator.info.InfoLogActuator

Requirements:
None

Properties:
Description: Before and after the control event a messagsggdd in INFO level to the

standard log channel. This actuator is for debuggimd testing purpose. The logged data are
not encrypted.
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9.2 TRACKER actuator
Default name: TRACKER
Class. com.logitags.cibet.actuator.info. TrackerActuator

Requirements:

This actuator needs a database. The database schrerhe created with the SQL scripts
<dbms>.sgl included in the release. There exist scfpt®erby, MySQL, PostgreSQL and
Oracle database management systems.

Properties:

Description: This actuator tracks what internally happensiive€ All controls executed by
Cibet can be tracked and monitored as Event ReJlilestracked data include applied sensor,
setpoints and actuators, control result, user armhsNested control events are also tracked.
When for example a method call is controlled byeE@nd within the execution of the

method a nested persistence action is also caedrtile second Event Result is a child of the
first one.

This actuator writes all results of interceptedibess cases into the database into table
cib_eventresult. See chapter Post- Checking CoRisLlilts.

9.3 FOUR_EYES actuator
Default name: FOUR_EYES
Class: com.logitags.cibet.actuator.dc.FourEyesActuator

Requirements:

This actuator needs a database. The database scherhe created with the SQL scripts
<dbms>.sgl included in the release. There exist scfmt®erby, MySQL, PostgreSQL and
Oracle database management systems.

Properties:

Property Datatype | Default Description

throwPostponedExceptianboolean false throw an Exception when this
actuator is applied

jndiName String null jndi name of EJB under control

sendAssignNotification boolean true Send a notiikeato assigned
user

sendReleaseNotification| boolean true Send a releatgecation to
the initiating user

sendRejectNotification boolean true Send a rejetification to the
initiating user

encrypt boolean false If true sensible resourca dat
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are encrypted in the database

storedProperties Collection list of JPA entitypeay

names that will be stored as
ResourceParameters with the
Controllable. Only applicable
for PERSIST events and JPA
sensor

loadEager

boolean true If a JPA entity is contoblle

makes a complete eager load
and detach of the entity. If set
to false, performance may be
increased but the entity may not

be compared or released.

Description:

With the FOUR_EYES actuator a dual control mechanssapplied. If a user executes a
persistence action or method invocation it will hetdone directly in the productive
environment. Instead, the action is stored andppostd. Only if a second user accepts and
releases the action, it is performed in the pradactystem. If the second user rejects the

action it will not be performed. Figure 9 shows therk flow of a four-eyes controlled

process.

1. A user submits a business case which can be ae dkefore mentioned control

events.

. Cibet sensors detect that the business case is dadecontrol and postpones it.
All relevant business case and context data asegped in a cache.

. A second user is responsible to check and relaasgeat postponed business
cases

He searches for unreleased business cases andtgalidem

. When the validation is positive he may releasebtigness case, otherwise he
rejects it and the following step 6 is not executed

. The business case is executed in the productiterayse. a persistence action is
executed or a method is called on an object otparbtuest is sent.

. The cache of postponed business cases is updated.
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Figure9: Four-Eyes Principle

Concerning the submitting and releasing usersaheaing rules are applied:

O O O o o

the two users must be different

submitting user cannot release

if submitting user rejects, the action will be disted

if releasing user release the action it will becgraductive
if releasing user rejects the action it will becdisled

Let's make an example: User A changes the accaumber in an account object
which is controlled by FOUR_EYES actuator. The updastate of the object is stored
in Cibet but the object itself is not updated. kate user A remembers that not only
the bank account but also the bank name must begebalf he tries to update the
account with the changed bank name he will recaiw@arning that an unreleased
update exists already for this account. He hasctvaices now:

(0]

He rejects the first update of the account numidérile release must be done
by a different user than the one who executed dinéralled action, rejection
can be done also by the same user. After rejebtothanges account number
and bank name and persists the update which wpbisgponed. Now user B
accepts and releases the account change and tae upgerformed in the
productive database.

He waits until user B has accepted and releasechidrege of the account
number. After that user A can change the bank reamdepersist the update.
Now user B accepts and releases the bank nameehadghe update is
performed in the productive database.

When a dual control actuator is set in a setpbi@tersistence action or service call will be
suspended and postponed. If a business case snsiespcan be checked by querying the
EventResult object returned by the method

EventResult result = Context.requestScope().getExec utedEventResult();
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The executionStatus property of EventResult wilP@STPONED, otherwise EXECUTED
(see also chapter Post- Checking Control Results).

It is also possible to let Cibet throw an Exceptrdmen the business case is postponed. For
this the throwPostponedException attribute mustdid¢o true in the actuator, either in the
Cibet config file or in code. The property can kégenerally for the actuator or for a single
setpoint (see chapter Actuator configuration).

XML:

<actuator name="FOUR_EYES">
<properties>
<throwPostponedException>true</throwPostpo nedException>
</properties>
</actuator>

Code:

FourEyesActuator ac = (FourEyesActuator)
Configuration.instance().getActuator(“FOUR_E YES");
ac.setThrowPostponedException(true);

If a business case is set under dual control goBorstiException will then be thrown:

try {
entityManager.insert(transaction);

} catch (PostponedException e) {
}

The PostponedException contains the Controllabjecblfior the unapproved resource as a
parameter.

For http requests which are under dual controbgteavior is different. In http protocol it is
not possible to transmit an exception. The requesstlt is communicated by response codes.
Therefore, the value of the throwPostponedExcegiroperty has normally no effect in
intercepted http requests. Instead, a response2@IACCEPTED) is returned.

When a resource is in a postponed state, no offegrcan execute a business case controlled
by Cibet. If for example updates and deleted oft@a entities are controlled by a dual
control actuator in a setpoint and a user has dangdate which has been postponed,
another user will get an UnapprovedResourceExaepilen he tries to delete the contract.
The exception contains the Controllable objectli@ unapproved resource as a parameter.
The same is valid for other resources: for a methedcation resource for example another
user cannot invoke the same method with exactlgdmnee parameters.

Release or Rejection of a FOUR_EYES interceptethbss cases are post control
functionalities and are described in chapter Ratgaand Rejecting Dual Control Events.

The jndiName property of the FOUR_EYES actuatortmos be set normally. When a dual
control actuator is applied on an EJB method, ¢hease method must look up the EJB from
JNDI context. JNDI names are not standardizedva EE specification < 3.1. When an EJB
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service is invoked in a release or redo action Qiees to find out the JNDI name of the EJB
applying various strategies. If the JNDI name cateofigured out and an exception is
thrown, it must be configured explicitly in propgjhdiName.

XML:

<actuator name="FOUR_EYES">
<properties>
<jndiName>
com.logitags.cibet.javaee.CibetTestEJBImpl/ remote
</ijndiName>
</properties>
</actuator>

Code:

FourEyesActuator ac = (FourEyesActuator)
Configuration.instance().getActuator(“FOUR_E YES");
ac.setJndiName(“com.logitags.cibet.javaee.CibetTe stEJBImpl/remote”);

The postponed business case will be stored indtabdse as a Controllable object. It is
possible to encrypt sensible Controllable data.chapter Security. It depends on the
postponed resource which data are encrypted. Hoeiree target, the result and the values of
resource parameters will be encrypted.

When a JPA entity is controlled by FOUR_EYES ipassible to store properties of this
entity together with the Controllable object. Itihen possible to create SQL queries for
searching after these properties. When you havexfample a Company entity under
FOUR_EYES control and you want to find all postpdbbesiness cases of Company with
name ‘Father & Son’ or where the business typeois & Steel then you must store these
properties with the Controllable. This can be dkesthis

XML:

<actuator name="FOUR_EYES">
<properties>
<storedProperties>companyName, businessType</ storedProperties >
</properties>
</actuator>

Code:

FourEyesActuator ac = (FourEyesActuator)
Configuration.instance().getActuator(“FOUR_E YES");

ac.getStoredProperties().add(“‘companyName”);

ac.getStoredProperties().add(“businessType”);

Another possibility is grouping Controllables taseh for Controllable groups. By default,
Controllables are grouped by a sensor-specificuliefaor the JPA sensor for example this is
‘targetType’-‘primaryKeyld’. The default group ichn be overwritten by setting it in the
request scope context like this:

Context.requestScope.setGroupld(“myGroupld”);
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The DcLoader provides a method

List<Controllable> DcLoader.loadAlIByGroupld(Strin g groupld)

to search for archives by their group id. This gubty exists for all dual control and
scheduler actuators.

9.4 SIX_EYES actuator
Default name: SIX_EYES
Class. com.logitags.cibet.actuator.dc.SixEyesActuator

Requirements:

This actuator needs a database. The database schrrhe created with the SQL scripts
<dbms.sgl included in the release. There exist scfipt®erby, MySQL, PostgreSQL and
Oracle database management systems.

Properties:

Property Datatype | Default Description

throwPostponedExceptianboolean False throw an Exception when this
actuator is applied

jndiName String Null jndi name of EJB under control

sendAssignNotification boolean true Send a notiikeato assigned
user

sendReleaseNotification| boolean true Send a releatgecation to
the initiating user

sendRejectNotification boolean true Send a rejetification to the
initiating user

encrypt boolean false If true sensible resourca dat
are encrypted in the database

storedProperties Collection list of JPA entitypeay
names that will be stored as
ResourceParameters with the
Controllable. Only applicable
for PERSIST events and JPA
sensor

loadEager boolean true If a JPA entity is contoblle
makes a complete eager load
and detach of the entity. If set
to false, performance may be
increased but the entity may not
be compared or released.

Description:
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The SIX_EYES actuator applies an even higher domatrol concept than the FOUR_EYES
actuator using the same mechanism. AdditionalF@WR_EYES a third user must release
the controlled action in order to get it productiVée applied rules are as follows:

O O O O ©o

be discarded
o if first releasing user rejects the action willdiscarded at once without any
action of a second releasing user

the three users must be different
submitting user cannot release

if submitting user rejects, the action will be disted

if first and second releasing user release themdtwill become productive
if first releasing user releases and second relgaser rejects the action will

SIX_EYES actuator inherits from FOUR_EYES actuatod has the same properties and

behavior.

9.5 TWO_MAN_RULE actuator

Default name: TWO_MAN_RULE

Class. com.logitags.cibet.actuator.dc. TwoManRuleActuator

Requirements:

This actuator needs a database. The database scherhe created with the SQL scripts
<dbms>.sgl included in the release. There exist scfmt®erby, MySQL, PostgreSQL and

Oracle database management systems.

2
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Properties:

Property Datatype | Default Description

throwPostponedExceptianboolean false throw an Exception when thi
actuator is applied and no
second user is authenticated

jndiName String null jndi name of EJB under cont

removeSecondUserAfter| boolean false The second authenticated ug

Release is removed from context after
release if set to true

sendAssignNotification boolean true Send a notiikeato assigned
user

sendReleaseNotification| boolean true Send a releatgecation to
the initiating user

sendRejectNotification boolean true Send a rejetification to the
initiating user

encrypt boolean false If true sensible resourca dat

are encrypted in the database
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storedProperties Collection list of JPA entitymecty
names that will be stored as
ResourceParameters with the
Controllable. Only applicable
for PERSIST events and JPA
sensor

loadEager boolean true If a JPA entity is contrblle

makes a complete eager load
and detach of the entity. If set
to false, performance may be
increased but the entity may not
be compared or released.

Description:

This is another dual control actuator that impasesadditional requirement (see
http://en.wikipedia.org/wiki/Two-man_ruleThe controlled event executed by a submitting
user must not only be released by a second usewithuthis actuator the submitting and
releasing user must be present at the same tinen¥dans that the event must be authorized
by two users simultaneously.

This control scheme can be observed for exampleeatash desk of a supermarket when a
customer wants to return a purchased product. Wle€ashier remains logged in into the
terminal, a second employee has to authorize thie rurn.

The following rules are applied:

o the submitting and releasing users must be differen

o if at submitting time a second releasing user thenticated the action will be
executed at once.

o If at submitting time no second releasing useutkh@nticated the action will
be postponed.

o Only the submitting user can request the releasepaistponed action. If at
that time a second releasing user is authenti¢hgedction will be executed.

o Any user can reject a postponed action. The agtithibe discarded

TWO_MAN_RULE actuator inherits from FOUR_EYES adturaand has the same
properties and behavior with some exceptions:

As two users must be authenticated at the same timaesecond authenticated user must be
set into the session scope context with methodeset&lUser(). If at the time of executing the
controlled event a second user is set into theecdnthe event is released and executed
directly. If no second user is set into the contbgtevent is postponed and the presence of a
second user is checked during release. The retdas&@WO_MAN_RULE controlled event
requires that the same user who initiated the eweist be logged in and be set into session
scope with setUser() method and a second userlbpisst into session scope with
setSecondUser().
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With the property removeSecondUserAfterReleasaritlie controlled whether the second

user should be removed automatically from the cdratfter release. Set this property to true

to have a higher security. If several events shbaldeleased in one use case, set this property
to false so that the second user must not autlatiemself after each release. After the last
release the second user must be removed from ¢ongaally.

Authentication of the second user is out of scdpgibet. It depends on the security and
access system that is applied how this is achieMedt security frameworks do not allow out
of the box authentication of a second user. FoSiireng Security and Apache Shiro
frameworks Cibet provides functionality to log amdeoff a second user while the first user is
still authenticated in the current session/thread:

I/l For Spring Security use Spring bean

com.logitags.cibet.actuator.springsecurity.SpringSe curityService from
cibet-springsecurity:
try {

Authentication request = new UsernamePasswordAut henticationToken(

name, password);
SpringSecurityService man =
applicationContext.getBean(SpringSecurityServ ice.class);
man.logonSecondUser(request);
} catch(AuthenticationException e) {

System.out.printin("Authentication failed: " + e .getMessage());
}
I/l For Apache Shiro use com.logitags.cibet.actuator .shiro.ShiroService from
cibet-shiro project:
try {
AuthenticationToken token = new UsernamePassword Token(name, password);

ShiroService.logonSecondUser(token);
} catch (AuthenticationException e) {
System.out.printin("Authentication failed: " + e .getMessage());

}

After the two-man rule use case has been exechgeskeicond user should be logged off. If
the property removeSecondUserAfterRelease of TwddideActuator has been set to true
this is done automatically after release. If naiaih be done with SpringSecurityService /
ShiroService with method:

logoffSecondUser();

When instead of the logged in user the secondsalsmrd be authorized with
SPRING_SECURITY actuator the property secondPraiaip SPRING_SECURITY
actuator must be set to true. Likewise, if the sdaaser should be authorized with SHIRO
actuator the property secondPrincipal of SHIRO actumust be set to true. In this case the
authorization rules are not applied on the user ishogged into the current session but on
the user who has logged in with the above methgdri8econdUser().

The executionStatus of the EventResult objecteetd by

EventResult result = Context.requestScope().getExec utedEventResult();

is always POSTPONED, regardless of whether a segsaidwas present and the business
case has been released directly or no second asepresent and the business case has been
postponed. That is because if such a businessseseased directly it consists of two
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control events, the originating one, e.g. UPDATENMWOKE and the RELEASE event. The
first one is POSTPONED while the second eventhglEXECUTED. This is reflected by
the parent — child relationship of EventResult @se chapter Post- Checking Control

Results):

Il parent
result.getEvent()
result.getExecutionStatus()

/1 child

- INVOKE

- POSTPONED

result.getChildResults().get(0).getEvent()
result.getChildResults().get(0).getExecutionStatus(

9.6 PARALLEL_DC actuator

Default name: PARALLEL_DC

Class. com.logitags.cibet.actuator.dc.ParallelDcActuator

Requirements:

- RELEASE

) > EXECUTED

This actuator needs a database. The database scherbe created with the SQL scripts
<dbms>.sgl included in the release. There exist scfmt®erby, MySQL, PostgreSQL and

Oracle database management systems.

Properties:

Property Datatype | Default Description

throwPostponedExceptianboolean False throw an Exception when thi
actuator is applied

jndiName String Null jndi name of EJB under contt

sendAssignNotification boolean true Send a notiikeato assigned
user

sendReleaseNotification| boolean true Send a releatgecation to
the initiating user

sendRejectNotification boolean true Send a rejetification to the
initiating user

executions int 1 Minimum number of
executions of the business case
before it can be released

timelag int 0 Time lag between subsequen
executions in seconds

differentUsers boolean true The users who exebate t
business case must be different

encrypt boolean false If true sensible resourca dat

are encrypted in the database
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storedProperties Collection This property is rexdiin this
actuator because it is only
applied for PERSIST events
and JPA sensor

Description:

This actuator realizes a dual control scheme wadrnasiness case is executed in parallel
more than once by one or more users, without haamygmpact on the system. Another
releasing user compares the results together wétimput parameters and decides which of
the variants to reject and which to release.

An example of such a scenario is for example ia@ountancy application when one
employee physically counts all the valuables amides at a balance without knowledge of

the balance expected by the paperwork balancecénseemployee compiles the transaction
information using supporting paperwork and tab@alke teller or store balance. A third
employee then compares their findings. If a disaney exists, the two employees each verify
the others work in an attempt to reconcile theedéhce. If the employees agree upon a
balance and identify that a loss has occurred, Wayd then follow their appropriate
procedures. If there is no difference the third lxyge releases the business case and the two
employees sign the paperwork indicating the agugech balance.

This actuator allows defining if the users who exedhe business case must be different, if
there should be a time lag between the executiod$raw many executions must be done at
minimum before the business case could be reled$ed.eleasing user must always be a
different user.

PARALLEL_DC actuator inherits from FOUR_EYES actwaand has the same properties
with some extensions.

This actuator requires that the controlled busimase is structured into parts that don’t have
any impact on the system and parts that have aadmphe parts with no impact are
executed always when a user executes the busiassduat the parts which have an impact
are postponed and executed only when the busiassssreleased. Naturally, this actuator
cannot be applied on all resources. The above negent could for example not be fulfilled
by resources monitored by JPA sensor. The actuz&es on the other hand sense for
controlling methods (ASPECT sensor), EJBs (EJB@®ms servlets (HTTP-FILTER
sensor).

The resource parts which have an impact on themsysan be differentiated by querying the
isPostponed flag in the Request context. Let’s naakexample: The following method is
controlled by PARALLEL_DC:

public CalculationResult calculateBalance(List<Valu able> vals,
List<Tran saction> trans) {

/I now do the calculations which have no impact
CalculationResult result = doDetailedCalculations( vals, trans);
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/I now this is the part which has an impact. It is executed
/I only when the business case has been relea sed.
if('Context.requestScope().isPostponed()) {
/I store the results in the database
entityManager.persist(result);
I/l send the results to another application
sendToBillingSystem(result);

}

return result;

}

If a user calls now this method only the calculai®done and returned, but it is not stored
nor send to the billing application. The businessecis postponed and stored as Controllable
object in the database. If another user calls tehad, optionally with another set of
parameters, the business case is again postpodexiaad as Controllable object. The two
Controllable objects belong to the same business icstance and are linked by the case ID.
Controllables for the same business case instaecasaigned the same case ID. The case ID
can be retrieved from the EventResult object ($&8®&hapter Post- Checking Control
Results) like this:

CalculationResult result = calculator.calculateBala nce(vals, trans);
EventResult er = Context.requestScope().getExecuted EventResult();
Assert(er.getExecutionStatus() == ExecutionStatus.P OSTPONED);

String caseld = er.getCaseld();

If another user wants to execute the same busgasssand link it to the first one he has to set
this case ID into the Request context before aalie method:

Il ... another user
Context.requestScope().setCaseld(caseld);
CalculationResult result = calculator.calculateBala nce(vals, trans);

If he doesn’t set the case ID into the Requestexdna new case ID is created and the
postponed Controllable object opens a new instaht®e calculateBalance() business case.
The actuator parameter ‘differentUsers’ definesxécuting the business case with the same
case ID must be done by different users or if Hraesuser can execute it more than once. The
parameter ‘timelag’ defines if there must be a mumn time lag between subsequent
executions.

The method can now be called by other users and Wegesame case ID is set into the
Request context, always another linked Controllablect is created and stored in the
database.

Eventually, someone has to decide which calculaidhe good one and release the business
case so that the result is stored in the databaséha billing system is informed. The
business case can only be released when it haseleeunted (and postponed) at least the
minimum number defined by the actuator parametacetions’. The releasing user can
retrieve all Controllable objects with the sameeck:

List<Controllable> list = DcLoader.loadByCaseld(cas eld);
for (Controllable co : list) {
I/l check and compare the CalculationResult objects
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CalculationResult res = (CalculationResult)
co.getResource().getResultObject();

/I check and compare the method parameters
List<Valuable> vals =

co.getResource().getParameters().get(0).g etValue;
List<Transaction> trans =
co.getResource().getParameters().get(1).g etValue;
}
I/l now decide which one to release
transaction().begin();(use any mechanism to begin a nd commit)

CalculationResult finalResult = (CalculationResult)
list.get(1).release(entityManager, comment);
transaction().commit();

/I alternatively, a Controllable from the list can also be rejected:
list.get(0).reject(entityManager, comment);

When one Controllable variant is released, all o@@ntrollable instances with the same case
ID are automatically rejected.

The procedure is a little different when PARALLELCDs applied on a resource monitored
by HTTP-FILTER sensor due to the fact that it remote call on a URL. In contrast to other
dual control actuators, the http response codeti@d2 (ACCEPTED) when the request is
postponed but 200 (OK) and the response body caetbeved. The EventResult can be
retrieved with

String evReHeader = response.getFirstHeader(
CibetFilter. EVENTRESULT_HEADER).getValu e();
EventResult result = CibetUtil.decodeEventResult(e vReHeader);

Setting the case ID into the client’s request scap#ext will not have the desired effect
because the server doesn’'t know something abdustead the case ID must be set into the
http request as header with name CIBET_CASEID. Tbidd for example be done like this
when using apache-httpClient:

HttpGet g = new HttpGet(url);
g.setHeader(HttpRequestinvoker. CASEID_HEADER, case Id);
HttpResponse response = client.execute(Q);

9.7 SCHEDULER actuator

Default name: SCHEDULER

Class: com.logitags.cibet.actuator.scheduler.Schedulerot

Requirements:

This actuator needs a database. The database scherhe created with the SQL scripts
<dbms>.sqgl included in the release. There exist scfpt®erby, MySqgl, PostgreSQL and

Oracle database management systems.

Properties:
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Property

Datatype

Default

Description

throwPostponedExceptianboolean

false

throw an Exception when thi
actuator is applied and the
business case is scheduled

[v2)

throwScheduledExceptio

nboolean

false

throw an Exception when thi
actuator is applied and an eve
is already scheduled for the
resource

)

nt

jndiName

String

null

jndi name of EJB under cont

ol

encrypt

boolean

false

If true sensible resourca dat
are encrypted in the database

storedProperties

Collection

list of JPA entitypeay
names that will be stored as
ResourceParameters with the
Controllable. Only applicable
for PERSIST events and JPA
sensor

autoRemove
ScheduledDate

boolean

true

when true, the scheduled da
removed from the context afte
this actuator has been applied

e is
r

timerStart

Date

2 am

First time at which the sclhe(
task is to be executed. Default
is the following 2 am. Format
in cibet-config.xml is
yyyy.MM.dd HH:mm:ss or ‘+s’
to define a timestamp relative
from current time in seconds

ju

timerPeriod

long

86400 (one
day)

time in seconds between
successive task executions fo
executing scheduled business
cases.

datasource

String

Optional JDBC DataSource |i

the scheduled event is on a
JDBC resource

=4

persistenceContextRefer
nce

eString

Optional reference to a
persistence context if the
scheduled event is on a JPA
resource in a JavaEE
environment

persistenceUnit

String

Optional persistence uaime
if the scheduled event is on a
JPA resource in a JavaSE
environment.

batchinterceptor

SchedulerTa

Interceptor

U7

k

Callback class invoked during
batch execution of scheduled
business cases

loadEager

boolean

true

If a JPA entity is scheduled
makes a complete eager load
and detach of the entity. If set

to false, performance may be
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increased but the entity may not
be compared or released.

Description:

This actuator allows scheduling business casdifuture. An event on a resource
controlled by SCHEDULER actuator is not executestantly but postponed until the
scheduled date is reached. A batch job executeshieebusiness case at the scheduled date.
The execution of the business case at the schetinleds done as RELEASE event or one of
its child events. The release of the business cas¢hen be logged or archived by one of the
archiving actuators by defining a setpoint for tekease event.

The scheduled date must be set into the requeshxddrefore the controlled business case is
executed. There exist methods for setting an atesdlite or a relative date:

# set the scheduled date to an absolute Date

httpSession.setAttribute(“CIBET_SCHEDULEDDATE”, sch eduledDate);
or

Context.requestScope().setScheduledDate(scheduledDa te);

# set the scheduled date to two days in the future counted from
actual date

httpSession.setAttribute(“CIBET_SCHEDULEDDATE”", “2” );

httpSession.setAttribute(*CIBET_SCHEDULEDFIELD”,
Calendar.DAY_OF_MONTH);

or
Context.requestScope().setScheduledDate(Calendar.DA Y_OF_MONTH, 2);

If the property autoRemoveScheduledDate is setlse the scheduled date is not removed
from the context after the business case was ex@ctlihis may be useful if several business
cases shall be scheduled in one request.

The property throwScheduledException allows chegkim scheduled business case exists
already on a resource. If two updates on a res@reecheduled in parallel it should be
checked if these updates do not interfere with edleér. If throwScheduledException is true,
a ScheduledException is thrown which allows maldragcision if the scheduled event is
reasonable or not:

try {

entity = entityManager.merge(entity);
} catch (ScheduledException e) {

/I check what is already scheduled

for (Controllable d : e.getScheduledControllables( N {
print(d);
/I if the entity has a scheduled update, check t he differences

if(d.getControlEvent() == ControlEvent. UPDATE) {
List<Difference> | = e.getDifferences(d);
for (Difference dif : 1) {

print(dif);
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}
}
}

... decide what to do ...

}

When after inspection the second merge should tedsibed, Cibet must be told to ignore
any ScheduledException for the next request. Témshe done by setting a flag in the request
context:

try {
Context.requestScope().ignoreScheduledException(tr ue);

entity = entityManager.merge(entity);
} catch (ScheduledException e) {
/I will never be thrown

}

If the controlled resource is a JPA entity or JD@fery, the batch job needs an
EntityManager or Datasource to execute the pergistevent. As the job runs in an own
thread it has no knowledge of any EntityManagersomnections in the Cibet context. The
persistence resource is defined by one of the ptiepalatasource,
persistenceContextReference or persistenceUnit, @rd of these properties must be set. If
the controlled resource is not a persistence resduut for example a method invocation, it is
not necessary to set these properties.

datasour ce:

If the resource is a JDBC query controlled by JDE&@sor this property defines the JNDI
name of a DataSource which will be used to exett@euery. The DataSource must be
defined in the java:comp/env context. In Tomcat ttan be done for example like this:

<Resource name="jdbc/myAppDatasource" auth="Contain er"
type="javax.sql.DataSource" maxActive=" 100"
maxldle="30" maxWait="10000" username=" sepp”

password="jdf3434SK"
driverClassName="com.mysq|.jdbc.Driver"
url="jdbc:mysql://192.168.1.64:33 06/test"
/>

per sistenceContextReference:

If the application runs in a JavakEE applicatiorveeand the scheduled resource is controlled
by JPA or JPAQuery sensor, the persistenceContéetttee property must be set. The
persistence context reference makes an EntityMauzagéable in JNDI. This can be done

for example with the persistence-context-ref tathenweb.xml like this:

<persistence-context-ref>
<persistence-context-ref-name>
persistence/myAppPersistenceCtx
</persistence-context-ref-name>
<persistence-unit-name>myAppPU</persistence-unit- name>
</persistence-context-ref>
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where<persistence-context-ref-name> is the JNDI name in the java:comp/env context,
and<persistence-unit-name> is the persistence unit name in persistence.xms T
persistence context reference will be set like ithihe actuator:

<actuator name="schedEE">

<class>com.logitags.cibet.actuator.Schedu lerActuator</class>
<properties>
<timerStart>2014.12.01 12:00:00</timerS tart>

<timerPeriod>40000</timerPeriod>
<persistenceContextReference>
java:comp/env/persistence/myAppPersis tenceCtx
</persistenceContextReference>
</properties>
</actuator>

persistenceUnit:

If the application runs in a non-EJB JavaSE enwvitent and the scheduled resource is
controlled by JPA or JPAQuery sensor, the persistdnit property must be set. This is
simply the name of the persistence unit in pemscdexml that should be used for the
persistence execution.

It can be checked if scheduled versions of a resoeixist with the SchedulerService
interface:

/I find all scheduled Controllables for the tenan tsetin

/I session scope. Returns all scheduled objects i f no tenant is

/I set in context.

List<Controllable> list = SchedulerLoader.findSch eduled();

Il returns all scheduled objects of the given tar get type

List<Controllable> list2 = SchedulerLoader.findSc heduled(targetType);

Il check if there exist scheduled events for a JP A entity. The method

[/l returns a map where the key is a scheduled Con trollable object. If

/I the event is other than UPDATE, the map value is null. For UPDATE

/I events, the map value contains a list of the s cheduled updates

Map<Controllable, List<Difference>> map =
SchedulerLoader.findScheduledDifferences( entity);

The scheduled version may be compared with thectuwersion to check the differences, see
chapter 10.5. The scheduled business case coolthaleleased or rejected by a user before
the scheduled date is reached (see chapter 10.4).

It is possible to do additional work in the batebqess just before and after the business case
is executed when a callback class is defined ®iSthedulerActuator with property
interceptorClass. The callback class must implerBehedulerTaskInterceptor which defines
a beforeTask(Controllable) and a afterTask(Cordbdd) method. If in the beforeTask()
method a RejectException is thrown, the business wall not be executed and the
Controllable will be set into status REJECTED.

<actuator name="SCHED1">
<class>
com.logitags.cibet.actuator.scheduler.SchedulerAc tuator
</class>
<properties>
<timerStart>+ 6</timerStart>
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<throwPostponedException>true</throwPostponedExce ption>
<autoRemoveScheduledDate>true</autoRemoveSchedule dDate>
<interceptorClass>
com.logitags.cibet.helper.SchedulerPersistinterc ept
</interceptorClass>
</properties>
</actuator>

9.8 ARCHIVE actuator
Default name: ARCHIVE
Class: com.logitags.cibet.actuator.archive.ArchiveActuato

Requirements:

This actuator needs a database. The database scherbe created with the SQL scripts
<dbms>.sql included in the release. There exist scfpt®erby, MySqgl, PostgreSQL and
Oracle database management systems.

Properties:

Property Datatype | Default Description

integrityCheck boolean false create message digestch
archive. This is a static attribute
and is valid for all instances of
this actuator

encrypt boolean false If true sensible resourca dat
are encrypted in the database

jndiName String null jndi name of EJB under control

storedProperties Collection list of JPA entity ety
names that will be stored as
ResourceParameters with the
Archive. Only applicable for
PERSIST events and JPA
sensor

loadEager boolean true If a JPA entity is archived
makes a complete eager load
and detach of the entity. If set
to false, performance may be
increased but the archived
entity may not be compared of
restored.

Description:
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The controlled event is archived. In case of amatipd persistence action on an entity the
state of the entity is archived. For a new (ingeetsistence action, the state of the newly
created entity is archived. For a delete persigt@tion, the last state of the removed entity
is archived. For a method invocation archive, tleghod parameters and, if applicable the
constructor parameters of the object on which teéhod has been invoked are archived as
well as the method result. For an http requestiiRe with headers and query parameters are
archived. Metadata of the business case like exwruser and timestamp are stored with the
archive.

The archived state can be restored or re-execti@uydime. That means that from its
archive, an entity could be reconstructed or ifahehive is a method invocation archive, the
method could be re-invoked with the same paramdtersan http request archive, the URL
with headers and query parameters is archived amde re-executed.

The archive entries in the database can be seagaedst manipulation to make them audit-
proof and revision safe. It is not possible thesilently modify existing archives or to delete
or add archive records without detection by Cilmettol. Though it is not possible to prohibit
entirely such manipulations except if an encrymtathbase is used all fraudulent actions can
be detected. See chapter Checking Archive Integrity

It is also possible to encrypt sensible archivead@ee chapter Security. It depends on the
archived resource which data are encrypted. Thaures target, the result and the values of
resource parameters will be encrypted.

The ArchiveService API provides methods to loadhiames for a certain domain class,
primary key of domain object, method name or cdsdll load methods are tenant- specific.
Archives with the same case id belong to a commusiniess case, e.g. a dual control
INSERT and its release archives.

The compare methods work same as described inerti@pteasing and Rejecting Dual
Control Events. Comparing archives makes only s@rsgate changing archives, not for
service archives. Methods exist for comparing twahiaes, an archive with the actual
domain object or two arbitrary objects.

When a JPA entity is archived it is possible toesfaroperties of this entity together with the
Archive object. It is then possible to create SQieries for searching after these properties.
When you have for example a Company entity and weafihd all archived business cases of
Company with name ‘Father & Son’ or where the besstype is Iron & Steel then you must
store these properties with the Archive. This cambne like this

XML:

<actuator name="ARCHIVE">
<properties>
<storedProperties>companyName, businessType</ storedProperties >
</properties>
</actuator>

Code:

ArchiveActuator ac = (ArchiveActuator)
Configuration.instance().getActuator(“ARCHIV E");
ac.getStoredProperties().add(“companyName”);

70



ac.getStoredProperties().add(“businessType”);

Another possibility is grouping archives to seaimharchive groups. By default, archives are
grouped by a sensor-specific default. For the J&sar for example this is ‘targetType’-
‘primaryKeyld’. The default group id can be overitgn by setting it in the request scope
context like this:

Context.requestScope.setGroupld(“myGroupld”);

The ArchivelLoader provides a method

List<Archive> ArchiveLoader.loadAllArchivesByGroup Id(
String groupld)

to search for archives by their group id.

Configuring and checking archive integrity is pasintrol functionality and is described in
chapter Checking Archive Integrity.

The main significance of the ARCHIVE actuator iattthe archived business cases can be
redone respective restored. This is describedapteln Searching, Redo and Restore of
archived .

9.9 ENVERS actuator

Default name: ENVERS

Class: com.logitags.cibet.actuator.envers.EnversActuator
Requirements:

This actuator needs dependency cibet-envers insfealet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-envers</artifactid>
<version>${version}</version>
</dependency>

The envers library must be in the classpath:

<dependency>
<groupld>org.hibernate</groupld>
<artifactld>hibernate-envers</artifactld>
<version>${version}</version>
</dependency>

In persistence.xml set property hibernate.listerakgers.autoRegister to false in the
persistence unit that is controlled by Cibet JPAsse:
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<property name="hibernate.listeners.envers.autoRegi ster" value="false"/>
Properties:
Description:

The ENVERS actuator integrates Hibernate Envers
(https://docs.jboss.org/hibernate/core/4.2/devgeité/S/html/ch15.html#d5e43R8Mhis
Hibernate library allows auditing and historicatsiening of an application's entity data. The
add-on of the integration with Cibet is that commatial auditing as described in chapter 15.8 of
the Envers documentation can be easily realizéderstandard Cibet way by defining
setpoints. As Envers audits only JPA entities #natstored with Hibernate persistence
provider, the ENVERS actuator is only applicablé¢ha following conditions:

» Hibernate persistence provider is defined as ptgper
‘com.logitags.cibet.persistence.provider’ in thegmgence unit

» The setpoint target is a JPA entity
* The setpoint event is one of the PERSISTENT events

Example: In order to audit Customers only when theydeleted in a batch process you may
define a setpoint like this one:

<setpoint id="envers-2">
<controls>
<event>DELETE</event>
<target>com.company.Customer</target>
<invoker>com.company.services.BatchService .delete()</invoker>
</controls>
<actuator name="ENVERS"/>
</setpoint>

9.10 SPRING_SECURITY actuator
Default name: SPRING_SECURITY
Class. com.logitags.cibet.actuator.springsecurity.Sprirog@ieyActuator

Requirements:
This actuator needs dependency cibet-springsednstyad of cibet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-springsecurity</artifactld>
<version>${version}</version>
</dependency>
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The Spring Security libraries and its dependematies must be on the classpath. On the
Download pagsés listed which Cibet version supports what Spi@sgurity version:

<dependency>

<groupld>org.springframework.security</group
<artifactld>spring-security-core</artifactld
<version>${version}</version>

</dependency>
<dependency>

<groupld>org.springframework.security</group
<artifactld>spring-security-config</artifact
<version>${version}</version>

</dependency>

In your Spring config file add the following line:

<context:component-scan base-package="com.logitags.

Id>
>

Id>
Id>

cibet"/>

Properties:

Property Datatype Default Description (see Spring
Security documentation)

denyAll boolean false deny all

permitAll boolean false permit all

postAuthorize String null define post authorizeerul

postFilter String null define post filter rule

preAuthorize String null define a pre authorizeerul

preFilter String null define a pre filter rule

rolesAllowed String null define allowed roles

secured String null define allowed roles

throwDeniedException boolean false throw an Exoeptvhen this
actuator is applied and access
denied

urlAccess String null allowed roles or expression f
accessing an URL. Corresponds
to the
<intercept-url> element in the
Spring configuration file

secondPrincipal boolean false Authorization apptied

second principal if true

Description:

This actuator integrates Spring Security authaorgittp://static.springsource.org/spring-
security/site/index.htmllt allows defining access control rules for pstesnce actions, method
invocations or http requests on URLs. Users andgg@re managed by Spring Security as
well as the evaluation of permissions and accdss.rin a standalone Spring Security
application the permissions are configured in therfg config file or with annotations in the
classes. With Cibet, permissions are defined ireCiletpoints. The integration with Cibet
allows a much more fine grained permission debnitand a lot more possibilities. For
example you can allow a dual control method inviocetio one group of users and the release
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to another group. Or you may grant the updatepefyement object to a user only when the
amount does not change. Please have a look hengoferinformation about the integration
of security frameworks like Spring Security intdb€i
(http://www.logitags.com/cibet/springsecurity.hjml

In order to use this actuator for method authoiazatenable annotation-based security in
your application with the <global-method-securiglement in the Spring configuration. Read
in Spring Security documentation
(http://static.springsource.org/spring-security/sibes/3.1.x/reference/springsecurity.html
about using the <global-method-security> elemerith\tthe <global-method-security>
element access control can be defined by one eétkinds of annotations:

1. Spring Security native annotation @Secured

2. JSR250 annotations @DenyAll, @PermitAll, @Rolesial

3. Expression-based annotations @PreAuthorize, @RegRd PostAuthorize,
@PostFilter

In a Cibet controlled application these annotaticens be used too but in order to make use of
the enhanced control mechanisms of Cibet the acoessl configuration must be done in

the cibet configuration file or in code. The conifigtion elements have the same names as the
annotations and are parameterized in the same sviaySpring Security. Some examples:

XML:

<actuator name="AllPermitter">
<class>
com.logitags.cibet.actuator.springsecurity.Sp ringSecurityActuator
</class>
<properties>
<permitAll/>
<l--
<preAuthorize>hasRole( 'WALTER")</preAuthor ize>
<secured>ROLE_BaseUsers</secured>
<preAuthorize>
hasPermission(#contact, 'admin’) and hasR ole(ROLE_ADMIN)
</preAuthorize>
<urlAccess>
IS_AUTHENTICATED_ANONYMOUSLY
</urlAccess>
Throw Exception when permission denied:
<throwDeniedException><throwDeniedException >
This actuators permissions apply to the second log ged in principal:
<secondPrincipal />
>
</properties>
</actuator>

Code:

SpringSecurityActuator act = new SpringSecurityAc tuator(“AllPermitter”);
act.setPermitAll(true);

/I act.setPreAuthorize(*hasRole( 'WALTER')");

/I act.setSecured(“ROLE_BaseUsers");

Il act.setPreAuthorize(*hasPermission(#contact, ' admin’) and
hasRole(ROLE_ADMIN)");
/I act.setUrlAccess(“IS_AUTHENTICATED_ANONYMOUSLY ");

/I act.setThrowDeniedException(true);
/I act.setSecondPrincipal(true);
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Configuration.instance().registerActuator(act);

Please note that the Cibet principle of being toleagainst user input is applied also here:
The properties accept any kind of * or “ or evethwut any apostrophe and any empty
spaces, Cibet corrects everything automatically.

The urlAccess property is for defining rules focessing a URL. It corresponds to the
<intercept-url pattern="/**" access="ROLE_USER" />

elements in a Spring Security configuration file.order to define URL access rules in the
urlAccess property set in the Spring Security qqunfation file at least:

<sec:http />

If you want to use expressions in the urlAccesperty like
<urlAccess>hasRole('ROLE_USER")</urlAccess>
set in the Spring Security configuration file

<sec:http use-expressions="true"/>

instead. Please refer to the Spring Security dootetien
(http://static.springsource.org/spring-security/sibes/3.1.x/reference/springsecurity.html
for any details on how to configure access rules.

When the authorization should be applied on thersgciser in the release of a
TWO_MAN_RULE controlled event the property second€lpal must be set to true. In this
case the authorization rules are not applied oitlborization object of the logged in user
which is stored in SecurityContextHolder.context ¢m the Authorization object stored in
Context.sessionScope().

When a Spring Security actuator is applied in paat the persistence action or service call
will be granted or denied. If a business case isedecan be checked by querying the
EventResult object returned by the method

EventResult result = Context.requestScope().getExec utedEventResult();

The status property of EventResult will be DENIEEherwise EXECUTED (see also chapter
Post- Checking Control Results).

It is also possible to let Cibet throw an Exceptidmen the business case is denied. For this
the throwDeniedException attribute must be setue in the actuator, either in the Cibet
config file or in code (see also chapter Actuatmmfguration).

XML:

<actuator name="SPRING_SECURITY">
<properties>
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<throwDeniedException>true</throwDeniedExcept ion>

</properties>
</actuator>
Code:
SpringSecurityActuator ssa = (SpringSecurityActuato r
Configuration.instance().getActuator(“SPRING_S ECURITY");

ssa.setThrowDeniedException(true);
If a business case is denied a DeniedExceptiorthgh be thrown:

try {
entityManager.insert(transaction);

} catch (DeniedException e) {

.

For http requests which are secured with Spring@géwetuator the behavior is different. In
http protocol it is not possible to transmit anepton. The request result is communicated by
response codes. Therefore, the value of the throweld&xception property has normally no
effect in intercepted http requests. Instead, parse code 403 (FORBIDDEN) is returned if
the access is denied.

9.11 SHIRO actuator
Default name: SHIRO
Class: com.logitags.cibet.actuator.shiro.ShiroActuator

Requirements:
This actuator needs dependency cibet-shiro ingiteithet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-shiro</artifactld>
<version>${version}</version>
</dependency>

The Apache Shiro libraries and its dependent liesamust be on the classpath, at least the
core library:

<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro-core</artifactld>
<version>${version}</version>
</dependency>
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Properties:

Property Datatype | Default Description (see Apache
Shiro documentation)
hasAllRoles String authorized if the Subject is

assigned all of the specified
comma/semicolon separated
roles

isPermittedAll String authorized if the Subject is
permitted all of the specified
semicolon separated
permissions

requiresAuthentication Boolean false requires timeant Subject to
have been authenticated during
their current session

requiresGuest Boolean false requires the currebjeSuto
be a "guest”, that is, they are
not authenticated or
remembered from a previous
session

requiresUser Boolean false requires the currenjeStuto
be an application user, a

Subject either known due to
being authenticated during the
current session or remembered
from a previous session

throwDeniedException boolean false throw an Exoeptvhen this
actuator is applied and access is
denied

secondPrincipal boolean false Authorization apptied

second Subject if true

Description:

This actuator integrates Apache Shiro authorizatiip://shiro.apache.org/It allows
defining access control rules for persistence astimethod invocations or http requests on
URLSs. Users and groups are managed by Shiro asas/éiile evaluation of permissions and
access rules. In a standalone Shiro applicatiopéhaissions are configured
programmatically or with annotations in the clas$®gh Cibet, permissions are defined in
Cibet setpoints. The integration with Cibet allaasuch more fine grained and flexible
permission definition and a lot more possibilitiEer example you can allow a dual control
method invocation to one group of users and theasa to another group. Or you may grant
the update of a payment object to a user only whemmount does not change. Please have a
look here for more information about the integnatad security frameworks like Shiro into
Cibet (ttp://www.logitags.com/cibet/springsecurity.hymi

Performing authorization in Shiro can be done wma¥s: Programmatically, by annotations
and by JSP/GSP tags.
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In a Cibet controlled application there is a foystissibility: In the Cibet configuration file.
With Cibet integration a much more flexible distrilon of permissions is possible. See in
http://www.logitags.com/cibet/springsecurity.htrat some examples what can be done with
Shiro - Cibet integration that cannot be done lypdalone Shiro. In order to configure Shiro
with Cibet an instance of ShiroActuator must befigumed. The properties of ShiroActuator
have the same names as the equivalent method&r@isSBubject class. Some examples:

XML:

<actuator name="AllPermitter">
<class>
com.logitags.cibet.actuator.shiro.ShiroActuat or
</class>
<properties>
<requiresGuest/>
<l—
Other permission possibilities:
<hasAllRoles>SEC_ROLE; USER_ROLE; ADV_ROLE< /hasAllRoles>
<requiresUser>true</requiresUser>
<isPermittedAll>
lightsaber:* ;
jaeger:schiess:*
</isPermittedAll>
Throw Exception when permission denied:
<throwDeniedException><throwDeniedException >
This actuators permissions apply to the second Sub ject:
<secondPrincipal />
>
</properties>
</actuator>

Code:

ShiroActuator act = new ShiroActuator(“AllPermitt er”);
act.setRequiresGuest(true);

I/l act.setHasAllRoles(*SEC_ROLE; USER_ROLE; ADV_R OLE™;

Il act.setRequiresUser(true);

Il act.setlsPermittedAll(“lightsaber:*; jaeger:sc hiess:*");
Il act.setThrowDeniedException(true);

/I act.setSecondPrincipal(true);
Configuration.instance().registerActuator(act);

When the authorization should be applied on thersgciser in the release of a
TWO_MAN_RULE controlled event the property second€lpal must be set to true. In this
case the authorization rules are not applied orstii®ect object of the logged in user which
is stored in the user session but on the Subjgetbstored in Cibet’s session scope context
accessible with getSecondPrincipal().

When a Shiro actuator is applied in a setpoinptsistence action or service call will be
granted or denied. If a business case is deniethea@hecked by querying the EventResult
object returned by the method

EventResult result = Context.requestScope().getExec utedEventResult();

The status property of EventResult will be DENIEEherwise EXECUTED (see also chapter
Post- Checking Control Results).
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It is also possible to let Cibet throw an Exceptidmen the business case is denied. For this
the throwDeniedException attribute must be setue in the actuator, either in the Cibet
config file or in code. The property can be setagaly for the actuator or for a single
setpoint (see chapter Actuator configuration)

XML:

<actuator name="SHIRO">
<properties>
<throwDeniedException>true</throwDeniedExcept ion>
</properties>
</actuator>

Code:

ShiroActuator ssa = (ShiroActuator)
Configuration.instance().getActuator(“SHIRQO");
ssa.setThrowDeniedException(true);

If a business case is denied a DeniedExceptiorthgh be thrown:

try {
entityManager.insert(transaction);

} catch (DeniedException e) {

.

For http requests which are secured with ShiroAotuhe behavior is different. In http
protocol it is not possible to transmit an exceptibhe request result is communicated by
response codes. Therefore, the value of the throweld&xception property has normally no
effect in intercepted http requests. Instead, parse code 403 (FORBIDDEN) is returned if
the access is denied.

9.12 LOCKER actuator
Default name: LOCKER
Class. com.logitags.cibet.actuator.lock.LockActuator

Requirements:

This actuator needs a database. The database schrerhe created with the SQL scripts
<dbms.sqgl included in the release. There exist scfpt®erby, MySQL, PostgreSQL and
Oracle database management systems.

Properties:
Property Datatype | Default Description
throwDeniedException boolean false throw an Exoepivhen this
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actuator is applied and access is
denied

automaticUnlock boolean false If true, the lockés to
unlocked after the first
successful execution of the
locked event

Description:

LOCKER actuator allows the temporary locking (reséion) of an event on a resource like
persisting an entity, releasing of a dual contuarg, invocation of a method or requesting a
URL. Only the user who sets the lock can execwaedlient until the lock is removed. This
actuator is not a replacement for a sophisticatlogization framework like Spring Security
or Apache Shiro. There is no concept of roles ands. While an authorization framework
defines static permissions which are applied tagsoor roles, LOCKER actuator allows
defining dynamic permissions applied to a user. KBR can be applied when a user wants
to make a reservation for a resource so that ner eiker can do an action on it.

First requirement for the locking functionalitytigat the resource that should be locked is
under Cibet control. This is done by a setpoinffigomation, for example:

<setpoint id="id1">
<controls>
<event>
<include>UPDATE</include>
</event>
<target>
<include>com.app.accounting.Account</includ e>
</target>
</controls>
<actuator name="LOCKER"/>
</setpoint>

to set updates of Account entities under lock ainirhe LOCKER actuator checks now on
each update of an Account object if it is lockedalyser. When another user but the user who
has set the lock tries to make an update of theust®bject, the action will be denied. If a
business case is denied can be checked by quehgrexecute status in request scope
context (see chapter Post- Checking Control Rgsuitsy catching DeniedException if the
thowDeniedException flag is set to true. Catchimg DeniedException works the same as for
SPRING_SECURITY actuator and SHIRO actuator artescribed there.

LOCKER actuator checks only if a lock on a busiresse exists, the locking and unlocking
itself is pre- respective post control functionahind is described in chapter Locking
Business Cases.

If the property automaticUnlock is set to true kbek will be removed immediately after the

first successful execution of the locked eventsMould be normally the case when the user
who has set the lock or has made the reservatiecugss the business case.
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9.13 LOADCONTROL actuator
Default name: LOADCONTROL

Class. com.logitags.cibet.actuator.loadcontrol.LoadCdAirtuator

Requirements:

Properties:

Property Datatype | Default Description

customMonitors Monitor]] List of custom Monitor
implementations

loadControlCallback LoadControl Implementation of LoadContrg

Callback Callback which will be notified

on load control events

+ monitor specific See below

properties

Description:

The original intention of this actuator is to implent the shed load pattern which controls
load by shedding requests when load is too high:

Monitor

Too many Requests Requests

Clients Gate Keeper Server

Shedded Requests
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Figure 10: Shed Load pattern

Naturally, this actuator is best applied in sersiele sensors like EJB, HTTP_FILTER and
ASPECT. Besides shedding requests the LOADCONTR&ator provides three other
modes for controlling load:

- Monitoring: in this mode the load is merely mongdmwithout any impact on the
system.

- Alarming: a callback class is notified when thed@xceeds an alarm threshold.

- Valve Throttling: if the load exceeds a valve ti@sl, the request is held back and
throttled until the load decreases below the thokekHhf the load remains high, the
request is eventually shed after a certain time.

- Shedding: if the load exceeds a shed thresholdgetiieest is shed

If an implementation of interface
com.logitags.cibet.actuator.loadcontrol.LoadCo@edlback is configured with the actuator
it will be notified when requests are throttledsbed. This allows implementing custom logic
to react on specific high load situations. A catk& configured in property
loadControlCallback of LoadControlActuator.

The valve functionality is controlled by two paraers, throttleMaxTime and throttleInterval.
The first parameter determines the maximum timasrthat a request is throttled before it is
eventually shed when the load remains above thethleshold. The second parameter is the
interval in which LoadControlActuator checks if thied has decreased under the valve
threshold. A value of 1000 ms and 200 ms for thebtaxTime and throttleinterval means for
example that during a period of 1 sec the loactterthined at maximum 5 times. If the load

is under the threshold within 1000 ms the requepassed through, otherwise it is shed.

Precondition to react on heavy load situationsrseans to measure the load. Load on a
system, a method or a service can be monitorecamfoild ways. The LOADCONTROL
actuator provides several alternatives which aaézed as implementations of the
com.logitags.cibet.actuator.loadcontrol.Monitoeifiéice. It is also possible to create own
implementations of this interface and configurenttie the customMonitors property of the
LoadControlActuator. Load can be checked eith@okte or with IMX. If for example a
setpoint has been configured to control load ofredthods in class MyTestClass that start
with ‘execute’:

<setpoint id="SP2-javaMethod">
<controls>
<target>
<include>com.appl.MyTestClass</include>
</target>
<method>
<include>execute*</include>
</method>
</controls>
<actuator name="LOADCONTROL"/>
</setpoint>
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the average thread user time can be retrievedHike

LoadControlActuator actuator = (LoadControlActuator )

Configuration.instance().getActuator(LoadControlA

int userTime = actuator.getThreadTimeMonitor()
.getAverageThreadUserTime(“SP2-javaMethod”);

In a JMX console the values are displayed like this

ctuator. DEFAULTNAME);

| £| Java Monitoring & Management Console - pid: 4872 jboss-modules jar -mp Diappserver\jboss-eap-6.4\medules -jaxpmodule javaxxmr

|%| Connection Window Help
[ Dverview | Memary i Threads | Classes | wm Summary| MBeans |
- | IMImplementation Attribute values
e L com.logitags.dbet Name Value
- Configuration A1, Actuator N LOADCONTROL
= | LoadControlActuator il a. il -
'¢|5‘E| VM AZ, Setpoint Id =P 2-javaMethod
il L A3, First Hit Sun Sep 11 1%:55:32 CEST 2016
B 1 IcTestApplication -
Iﬂ@ LCAD A4, Last Hit Sun Sep 11 14:55:40 CEST 2016
El @ LOADCONTROL i: iﬁect;zmtﬂme ;Bﬁl
- Attributes s S}:czp =
=] SP1-servietFilter il -
il : Ag. Shed Ratio 0.0
[F-Attributes :
== ) Cpul oadMonitor, ThrotHeCount 0
[ Operations : 2 o
i ) FileDescriptorMonitor, ThrotteCount ]
=) (8 5P2-javaMethod s s T 2
E. Emory o|:1| r. _ro eCoun _
:1‘ Cperations ResponseTimeMonitor. Average Response Time 1037
= ResponseTimeMonitor Current Response Time 1184
[#~ || com.sun.management : : - 5
o java.lang ResponseTimeMonitor Maximum Response Time 1184
LJ__ g javalnin RespoenseTimeMonitor Minimum Response Time 891
L-i- i javaluﬁl — ThreadContentionMonitor, Average Blodked Time o
LJ__ 2 jbnssl asl ThreadContentionMonitor. Average Blocked Time Ratio (%6) 0.0
i <1 ' ThreadContentionMonitor . Current Blocked Time 1]
[#- || jboss.as.expr :
GH- jhosejta ThreadCountMonitor, ThreadCount ]
i <1 ThreadCountMonitor, ThrotteCount 1]
(- |, jboss.modules i h =
G- fioseimec ThreadTimeMonitor. Average Thread CPU Time 771
i, ) ThreadTimeMonitor, Average Thread User Time 62
[~ |, jboss.remoting. handler ; ; :
1 fiosswe ThreadTimeMonitor, Current Thread CPU Time o904
ThreadTimeMonitor, Current Thread User Time 93
ThreadTimeMonitor. Maximum Thread CPU Time 004
ThreadTimeMonitor. Maximum Thread User Time 93
ThreadTimeMonitor. Minimum Thread CPU Time 639
ThreadTimeMonitor. Minimum Thread User Time 31
ThroughputMonitor, ThrottdeCount ]
ThroughputMonitar, Throughput ]
ThroughputMonitor, TotalThroughput 0.0019794983357367744

Figure 11: Monitored valuesin a JM X console

The JMX console displays the LoadControl monitorallies and configuration parameters
under the object name com.logitags.cibet/LoadCbhttaator. The VM JMX bean shows
monitored values of the virtual machine (Figure. ¥8jditionally, each application has its
own set of JMX beans. In the example of Figurehiktd is one application monitored with
name IcTestApplication. In this application two d@ontrolActuators with different

configurations are deployed, LCA2 and the defaolkdControlActuators with default name
LOADCONTROL. The configuration parameters can hafibin the Attributes node located
directly under the LOADCONTROL node (see Figure. I2)e default actuator is applied in
two setpoints with names SP1-servletFilter and faR@Method. The corresponding cibet-
config.xml may look like this:

<?xml version="1.0" encoding="UTF-8"?>
<cibet xmins=  http://www.logitags.com
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xmlns:xsi= http://www.w3.0rg/2001/XMLSchema-instance

xsi:schemal.ocation="http://www.logitags.com
http://www.logitags.com/cibet/cibet-config_1.3.xs

<actuator name="LOADCONTROL">
<properties>
<threadCountMonitor.status>ON</threadCountMon
<threadCountMonitor.shedThreshold>15
</threadCountMonitor.shedThreshold>
<threadTimeMonitor.status>ON</thread TimeMonit
<responseTimeMonitor.status>ON</responseTimeM
<threadContentionMonitor.status>ON</threadContenti
<throughputMonitor.status>ON</throughputMonit
</properties>
</actuator>

<actuator name="LCA2">
<class>
com.logitags.cibet.actuator.loadcontrol.LoadC
</class>
<properties>
<threadCountMonitor.status>ON</threadCountMon
<threadTimeMonitor.status>ON</thread TimeMonit
<responseTimeMonitor.status>ON</responseTimeM
<threadContentionMonitor.status>ON</threadContenti
</properties>
</actuator>

<setpoint id="SP1-servletFilter">
<controls>
<target>
<include>http://localhost:8788/*</include>
</target>
</controls>
<actuator name="LOADCONTROL"/>
</setpoint>

<setpoint id="SP2-javaMethod">
<controls>
<target>
<include>com.logitags.cibet.jmeter.MonitorT
</target>
<method>
<include>cibet*</include>
</method>
</controls>
<actuator name="LOADCONTROL"/>
</setpoint>

<setpoint id="SP3-ejb">
<controls>
<target>
<include>com.logitags.cibet.jmeter.MonitorE
</target>
<method>
<include>cibet*</include>
</method>
</controls>
<actuator name="LCA2"/>
</setpoint>

d">

itor.status>

or.status>

onitor.status>
onMonitor.status>

or.status>

ontrolActuator

itor.status>

or.status>

onitor.status>
onMonitor.status>

estClass</include>

jb</include>
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<setpoint id="SP4-jpa">

<controls>
<l--target>

<include>SELECT a FROM JMEntity a*</include

</target-->
<target>

<include>com.logitags.cibet.jmeter.JMEntity

</target>
</controls>

<actuator name="LCA2"/>

</setpoint>
</cibet>

.SEL</include>

Each monitor has parameters to configure monitoataym, valve and shed. The parameter
‘status’ can be OFF or ON. In status OFF monitorsgwitched off and the monitor has no
impact on the application. If in status ON monitgris active and the parameters for alarm,
valve and shed are taken into account. The staluglso be NOT_SUPPORTED. Some
JAVA VMs and operating systems do not support ahitors. This is detected automatically.
The configuration parameters can be set as for atttaators in code, in cibet-config.xml or

in a JMX console.

| £/ Java Monitoring & Management Console - pid: 4872jbuss—modules.jar—mp D\appserver\jboss-eap-6.4\modules -jaxpmodule javaxxml.jaxp-provider org,j... =1 | B S|
— e

|£: Connection Window Help

| overview | Memory | Threads | dlasses | vM summary | MBeans |

- | IMImplementation

|| com logitags.cibet

.. Configuration
LoadControlActuator

VM

lcTestApplication

LOADCONTROL
Attributes
SP1-servietrilter
-Attributes
~Operations
SP2-javaMethod
+-Attributes
i'i_'i--Operaﬁons

t- || com.sun.management
Jjava.lang

java.nio

java.util.logging

jbosz.as

Jboss.as.expr

Jboss.jta

jboss.modules

jbosz.msc

| Jboss.remoting. handler

- | jboss.ws

Figure 12: LoadControlActuator configuration parametersin a JM X console

Attribute values

Mame
Actuator Name

Value
LOADCONTROL

.Actuator Start Time

Sun Sep 11 14:43:31 CEST 2016

.LoadControl Callback dlass

com.logitags. cibet.jmeter.LoggingCallback

CpuloadManitor. ProcessAlarmThreshold

Unavailable

m

CpuLoadMonitor, ProcessShedThreshold Unavailable
CpuLoadMonitor, ProcessvalveThreshold Unavailable
CpuloadManitor, Status OFF

Cpul oadMonitor. SystemAlarmThreshold Unavailable
CpuLoadMonitor, SystemShedThreshold Unavailable
CpuLoadMonitor, SystemValveThreshold Unavailable
CpuloadManitor. Throttelnterval Unavailable
CpuloadManitor, ThrottleMaxTime Unavailable
FileDescriptorMonitor., AlarmThreshold Unavailable
FileDescriptorMonitor, ShedThreshold Unavailable
FileDescriptorMonitor. Status MNOT_SUPPORTED
FileDescriptorMonitor, Throttelnterval Unavailable
FileDescriptorMonitor, ThrotteMaxTime Unavailable
FileDescriptorMonitor. ValveThreshold Unavailable
MemoryMonitor .CollectionUsageAlarmThreshold Unavailable
MemoryMonitor, CollectionUsageShedThreshold Unavailable
MemoryMonitor, CollectionUsageValveThreshold Unavailable
MemoryMonitor.GarbageCollectionWaitTime {ms) Unavailable
MemoryMonitor.Status OFF
MemoryMonitor, ThrottleInterval Unavailable
MemoryMonitor ThrottleMaxTime Unavailable
MemoryMonitor UsageAlarmThreshald Unavailable
MemaryMonitor.UsageShedThreshald Unavailable
MemoryMonitor UsageValveThreshold Unavailable
ResponseTimeMonitor, AlarmThreshold -1
ResponseTimeMonitor. ShedThreshold -1
ResponseTimeMonitor, ShedTime 1000
ResponseTimeMonitor, Status oM
ThreadContentionMonitor, AlarmThreshold -1
[ThreadContentionMonitor, ShedThreshold -1
[ThreadContentionMonitor. ShedTime 1000
ThreadContentionMaonitor. Status oM
ThreadCountMonitor, AlarmThreshold -1

The built-in monitors are the following:

85



ThreadTime Monitor

monitors CPU time and user time of the currentatirdhe CPU time is the total time spent
using a CPU for the thread’s execution while ther tisne is the time spent running the
threads's own code without the time spent runniSgc@de on behalf of the thread (such as

for 1/0). The following monitored properties can fieg¢rieved:

- Current thread CPU time: the current thread cpe iimms that a thread has needed

for execution

- Average thread CPU time: the average thread cpalitinms that a thread has needed

for execution

- Minimum thread CPU time: the minimum thread cpuetim ms that a thread has
needed for execution
- Maximum thread CPU time: the maximum thread cpwetimms that a thread has
needed for execution
- Current thread user time: the current thread user in ms that a thread has needed

for execution

- Average thread user time: the average thread mserin ms that a thread has needed

for execution

- Minimum thread user time: the minimum thread usaetin ms that a thread has
needed for execution
- Maximum thread user time: the maximum thread us®F in ms that a thread has
needed for execution

Thread time is not a measure for load but givesrimétion about performance and specific
execution times. Therefore the valve and shed madesot implemented for the thread time

monitor.

Property Datatype | Default Description

threadTimeMonitor.status enum ON, OFF

threadTimeMonitor.alarm numeric -1 CPU time threshold for raising

CpuTimeThreshold an alarm. A value of -1 means
no threshold. If the value ends
with % it is interpreted as
percentage of the average CPU
time of this setpoint, otherwise
it is taken as absolute in ms

thread TimeMonitor.alarm numeric -1 User time threshold for raising

UserTimeThreshold

an alarm. A value of -1 means
no threshold. If the value ends
with % it is interpreted as
percentage of the average user
time of this setpoint, otherwise
it is taken as absolute in ms

ResponseTime Monitor

86



monitors the real-world elapsed time experienced hger waiting for a task to complete.
The following monitored properties can be retrieved

- Current response time: the response time in miseoftrrent thread
- Average response time: the average response tims in

- Minimum response time: the minimum response timasn

- Maximum response time: the maximum response tinmesin

Property Datatype | Default Description
responseTimeMonitor. | enum ON, OFF

status

responseTimeMonitor. | numeric -1 Response time threshold for
alarmThreshold raising an alarm. A value of -1

means no threshold. If the value
ends with % it is interpreted as
percentage of the average

response time of this setpoint,
otherwise it is taken as absolute

in ms
responseTimeMonitor. | numeric -1 Response time threshold for
shedThreshold shedding. A value of -1 means

no threshold. If the value ends
with % it is interpreted as
percentage of the average
response time of this setpoint,
otherwise it is taken as absolute

in ms
responseTimeMonitor. | numeric 1000 time span in ms in which
shedTime requests are shed after the

threshold is exceeded. If the
shedThreshold is exceeded,
following requests are shed for
shedTime ms. If the value ends
with % it is interpreted as
percentage of the average
response time of this setpoint,
otherwise it is taken as absolute
in ms

Throughput Monitor

monitors the throughput in requests per time drhie following monitored properties can be
retrieved:

- Thoughput per sliding window: the current throughper time unit in a sliding
window

- Total throughput per elapsed time: Throughput agpied requests per elapsed time
since application start in s
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Property

Datatype

Default

Description

throughputMonitor.status

enum

ON, OFF

throughputMonitor.
alarmThreshold

numeric

-1

throughput threshold for raisi
an alarm. A value of -1 means
no threshold. The threshold is
given as number of requests i

the given windowWidth period.

throughputMonitor.
valveThreshold

numeric

throughput threshold for
throttling a request. A value of
-1 means no threshold. The
threshold is given as number ¢
requests in the given
windowWidth period.

of

throughputMonitor.
shedThreshold

numeric

throughput threshold for
shedding a request. A value o
1 means no threshold. The
threshold is given as number ¢
requests in the given
windowWidth period.

f -

f

throughputMonitor.
windowWidth

numeric

1000

The width of the throughput
measuring window in ms. A
value of 1000 means the
throughput is measured in
requests/1000 ms

throughputMonitor.
throttleinterval

numeric

200

Interval in ms in which the log
is checked when a request is
throttled by a valve. A value of
200 means the load is checke
every 200 ms beginning from
the throttling. If the load
decreases under the
valveThreshold, the request ig
passed through.

throughputMonitor.
throttleMaxTime

numeric

1000

Maximum time in ms that a
request is throttled before it is
eventually shed. A value of
1000 and a throttleInterval of
200 mean the load is checked
1000/200 times. If the load is
then still above the
valveThreshold the request is

shed.

Memory Monitor

monitors the memory usage of the system. Memorgaiganot measured for a single thread
or the controlled application but for the compleittual machine. Therefore memory usage

data are displayed in a VM JMX bean:
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[ overview | Memary | Threads | Classes | v Summary | MBeans | ==

#- |, MImplementation Attribute values
com.logitags. dbet Name Ve
f;;;(?;:rh;l:ctuator CPU: Process Load Average (%) 0.33879386281384144
e @ M CPU: System Load Average (%) 3.2075866079235293
: A FrbLibe Memory: Heap Usage (%) 14.670018009253738
|cTestApplication Memory: Heap Usage (kb) 147592
@ LCAZ IMemary: Tenured Gen Collection Usage (%) 6.811753548081763
_é] LOADCONTROL !Memor\,‘: Tenured Gen Collection Usage (kb) 47640
& Attributes [Memary;: Tenured Gen Usage (%) 6.817912915789715
4 SP1-cervietiltar Memory: Tenured Gen Usage {kb) 47683
3 Attributes 035: Open File Descriptors {9&) -1.0
Operations 05: Open File Descriptors (abs) -1
(-3 5P24avaMethod

Figure 13: Virtual machine monitored valuesin the VM JM X bean
The following monitored properties can be retrieved

- Heap memory usage (absolute and relative)

- Tenured generation usage (absolute and relativemoary usage of the tenured or old
generation pool. This memory pool consists of lbvigg objects. If an object
survives some number of minor garbage collectionslli be transferred to the
tenured generation pool. Eventually the old gemanateeds to be collected by a
major garbage collection.

- Tenured generation collection usage (absolute alative): After the Java virtual
machine has expended effort in reclaiming memoagsyby recycling unused objects
at garbage collection time, some number of bytasdre garbaged collected will still
be in use which is called the collection usage.

Property Datatype Default Description
memoryMonitor.status enum ON, OFF

memoryMonitor. numeric -1 memory threshold on the
collectionUsageAlarm collection usage for raising an
Threshold alarm. A value of -1 means no

threshold. If the value ends
with % it is interpreted as

percentage of the maximum
amount of memory that can be
used for memory managemen
otherwise it is taken as absolute

A1

—+

in bytes
memoryMonitor. numeric -1 memory threshold on the
collectionUsageShed collection usage for shedding.
Threshold A value of -1 means no

threshold. If the value ends
with % it is interpreted as

percentage of the maximum
amount of memory that can be
used for memory management,
otherwise it is taken as absolute
in bytes

memoryMonitor. numeric -1 memory threshold on the
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collectionUsageValve
Threshold

collection usage for throttling
by a valve. A value of -1 mear)s
no threshold. If the value ends
with % it is interpreted as

percentage of the maximum
amount of memory that can be
used for memory management,
otherwise it is taken as absolute
in bytes

memoryMonitor.
usageAlarmThreshold

numeric

memory usage threshold for
raising an alarm. A value of -1
means no threshold. If the value
ends with % it is interpreted as
percentage of the maximum
amount of memory that can be
used for memory management,
otherwise it is taken as absolute
in bytes

memoryMonitor.
usageShedThreshold

numeric

memory usage threshold for
shedding. A value of -1 means
no threshold. If the value ends
with % it is interpreted as
percentage of the maximum
amount of memory that can be
used for memory management,
otherwise it is taken as absolute
in bytes

memoryMonitor.
usageValveThreshold

numeric

memory usage threshold for
throttling by a valve. A value of
-1 means no threshold. If the
value ends with % it is
interpreted as percentage of the
maximum amount of memory
that can be used for memory
management, otherwise it is
taken as absolute in bytes

memoryMonitor.garbage
CollectionWaitTime

numeric

3000

Maximum time in ms after
which a garbage collection is
forced to execute if requests
keep getting shed

memoryMonitor.
throttleinterval

numeric

200

Interval in ms in which the load
is checked when a request is
throttled by a valve. A value of
200 means the load is checkef
every 200 ms beginning from
the throttling. If the load
decreases under the
valveThreshold, the request ig
passed through.

memoryMonitor.
throttleMaxTime

numeric

1000

Maximum time in ms that a
request is throttled before it is
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eventually shed. A value of
1000 and a throttleInterval of
200 mean the load is checked
1000/200 times. If the load is
then still above the
valveThreshold the request is
shed.

Thread Count Monitor

monitors the total number of parallel threads #ratexecuting the same observed http end
point, Java method or service.

f -

nd

Property Datatype | Default Description
threadCountMonitor. enum ON, OFF
status
threadCountMonitor. numeric -1 Thread count threshold for
alarmThreshold raising an alarm. A value of -1
means no threshold.
threadCountMonitor. numeric -1 Thread count threshold for
valveThreshold throttling a request. A value of
-1 means no threshold.
threadCountMonitor. numeric -1 Thread count threshold for
shedThreshold shedding a request. A value o
1 means no threshold.
threadCountMonitor. numeric 200 Interval in ms in which the log
throttleInterval is checked when a request is
throttled by a valve. A value of
200 means the load is checke
every 200 ms beginning from
the throttling. If the load
decreases under the
valveThreshold, the request is
passed through.
threadCountMonitor. numeric 1000 Maximum time in ms that a

throttleMaxTime

request is throttled before it is
eventually shed. A value of
1000 and a throttleInterval of
200 mean the load is checked
1000/200 times. If the load is
then still above the
valveThreshold the request is

shed.

CpuL oad Monitor
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monitors the cpu load in percentage. CPU load ismeasured for a single thread or the
controlled application but for the complete virtma@hchine or operating system. Therefore
load data are displayed in the VM JMX bean (seegerabove). The following monitored
properties can be retrieved:

- System CPU load: the "recent cpu usage" for thelevéygstem. A value of 100%
means that all CPUs were actively running 100%eftime during the recent period

being observed.

- Process CPU load: the "recent cpu usage" for the Jatual Machine process. A
value of 100% means that all CPUs were activelyinothreads from the JVM
100% of the time during the recent period beingeolrd. Threads from the JVM
include the application threads as well as the Jnernal threads.

Property Datatype | Default Description

cpuLoadMonitor. enum ON, OFF

status

cpuLoadMonitor. numeric -1 CPU process threshold for

processAlarmThreshold raising an alarm in percent. A
value of -1 means no threshol

cpuLoadMonitor. numeric -1 CPU process threshold for

processValveThreshold throttling a request in percent.
A value of -1 means no
threshold.

cpuLoadMonitor. numeric -1 CPU process threshold for

processShedThreshold shedding a request in percent
A value of -1 means no
threshold.

cpuLoadMonitor. numeric -1 CPU system threshold for

systemAlarmThreshold raising an alarm in percent. A
value of -1 means no threshol

cpuLoadMonitor. numeric -1 CPU system threshold for

systemValveThreshold throttling a request in percent.
A value of -1 means no
threshold.

cpuLoadMonitor. numeric -1 CPU system threshold for

systemShedThreshold shedding a request in percent
A value of -1 means no
threshold.

cpuLoadMonitor. numeric 200 Interval in ms in which the log

throttleInterval is checked when a request is
throttled by a valve. A value of
200 means the load is checke
every 200 ms beginning from
the throttling. If the load
decreases under the
valveThreshold, the request is
passed through.

cpuLoadMonitor. numeric 1000 Maximum time in ms that a

throttleMaxTime

request is throttled before it is

eventually shed. A value of
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1000 and a throttleInterval of
200 mean the load is checked
1000/200 times. If the load is
then still above the
valveThreshold the request is
shed.

Thread Contention Monitor

monitors the accumulated elapsed time that theralbed process has blocked for
synchronization or waited for notification. A cont®n occurs when a thread is waiting for a
resource that is not readily available; it slows ¢ixecution of the code and is therefore a
measure for heavy load situations. The followingnitayed properties can be retrieved:

- Current thread blocked time: elapsed time thattmrolled process, method or

service was in the blocked state

- Average thread blocked time: average time thateathwas in the blocked state in the
controlled process, method or service
- Blocked time/response time ratio: ratio of curreloicked time to response time

Property Data type

Default

Description

threadContentionMonitor. enum
status

ON, OFF

threadContentionMonitor. numeric
alarmThreshold

Thread contention time
threshold for raising an alarm.
A value of -1 means no
threshold. If the value ends
with % it is interpreted as
percentage of the thread
contention time, otherwise it is
taken as absolute in ms

threadContentionMonitor. numeric
shedThreshold

Thread contention time
threshold for shedding. A valu

of -1 means no threshold. If the

value ends with % it is
interpreted as percentage of tk
thread contention time,
otherwise it is taken as absolu
in ms

threadContentionMonitor. numeric
shedTime

1000

time span in ms in which
requests are shed after the
threshold is exceeded. If the
shedThreshold is exceeded,
following requests are shed fo
shedTime ms. If the value end
with % it is interpreted as
percentage of the average

D

—~

thread contention time of this
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setpoint, otherwise it is taken as

absolute in ms

File Descriptor Monitor

monitors the number of open file descriptors. A& fllescriptor is an abstract indicator used to
access a file or other input/output resource, sisch pipe or network socket. The number of
open file descriptors can therefore be seen asasune for load in terms of usage of i/o and
system resources. Open file descriptors are disglapsolute or as percentage of the

maximum file descriptors.

Property

Data type

Default

Description

fileDescriptorMonitor.

status

enum

ON, OFF

fileDescriptorMonitor.

alarmThreshold

numeric

File descriptor threshold for
raising an alarm. A value of -1

means no threshold. If the value

ends with % it is interpreted as

percentage of the maximum
available file descriptors,

otherwise it is taken as absolu
value.

fileDescriptorMonitor.

shedThreshold

numeric

File descriptor threshold for

shedding. A value of -1 means

no threshold. If the value ends
with % it is interpreted as
percentage of the maximum
available file descriptors,
otherwise it is taken as absolu
value.

fileDescriptorMonitor.

valveThreshold

numeric

File descriptor threshold for
throttling by a valve. A value g
-1 means no threshold. If the
value ends with % it is

interpreted as percentage of the

maximum available file
descriptors, otherwise it is
taken as absolute value.

fileDescriptorMonitor.

throttleInterval

numeric

200

Interval in ms in which the log
is checked when a request is
throttled by a valve. A value of
200 means the load is checke
every 200 ms beginning from
the throttling. If the load
decreases under the
valveThreshold, the request is
passed through.

nd

fileDescriptorMonitor.

throttleMaxTime

numeric

1000

Maximum time in ms that a

request is throttled before it is
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eventually shed. A value of
1000 and a throttleInterval of
200 mean the load is checked
1000/200 times. If the load is
then still above the
valveThreshold the request is
shed.

9.14 OWNERCHECK actuator
Default name: OWNERCHECK
Class. com.logitags.cibet.actuator.owner.OwnerCheckActuato

Requirements:
This actuator needs dependency cibet-core:

<dependency>
<groupld>com.logitags</groupld>
<artifactld>cibet-core</artifactld>
<version>${version}</version>

</dependency>

Properties:

Property Datatype | Default Description

ownerAnnotation Annotation Owner Defines an ownaation to
mark owner properties

throwWrongOwner boolean false If true a

Exception WrongOwnerException is
thrown if the actuator detects a
wrong owner of the entity

ownerCheckCallback OwnerCheck Defines a callback class that is

Callback called if the actuator detects a

wrong owner of the entity

Description:

In a multi-tenant application it is important thesers of one tenant do not see or update
entities of another tenant. This actuator preverdsthis could happen. It is applied only for
JPA sensor (EntityManager methods find, persistgsmand remove) and JPAQUERY
sensor (Query methods getSingleResult and getReswdnly. The actuator cannot check
ownership on method Query.executeUpdate).

The tenant concept is extended to an ownershipegamehich can include hierarchies. The
actuator must know which properties of an entitijrdetenant or ownership. This can be
done with the @Owner annotation which is set orfitlds or accessor methods which
returns the owner. If a non-intrusive approachrédgred an own annotation can be defined
95



in actuator attribute ownerAnnotation. From theaated values the OWNERCHECK
actuator creates an ownership string which is ttenpared with the tenant set in the Cibet
context (see chapter 6.2). If the ownership stdogsn’t start with the current tenant string
the access is denied. Let’'s have some examples:

1)

2)

3)

4)

The simple case: A Product entity has a propertgriewhich defines the tenant:

@lId
private String id;

@Owner
private String tenant;

Ownership string isenant|id A product with tenant = gaga can only be accebyeal
user belonging to tenant gaga (Context.session$ctgmant = gaga).

Owner hierarchies: The owner is organized in aanay (see also chapter 8.2).

@lId
private String id;

@Owner
@ManyToOne
private Merchant parent;

Ownership string is .[parent.parent.id] [parent.id] |id Users with
sessionScope().tenant = M1 can access all Merchatfitsd = M1 and parent = null,
and all it's child Merchants (where parent.id = Mlsers with sessionScope().tenant
= M1|M2 can access all Merchants with id = M2 aadept = M1, and all it’s child
Merchants (where parent.id = M2) but not the paneatchant M1.

Combination of 1) and 2): An entity has a propeetyant like in 1) and additionally a
property parent which defines the super entity imegarchical structure. The
ownership string isenant|[...parent.parent.id] [parent.id] |idn the above example
the sessionScope().tenant must be gaga|M1, resplgagaga|M1|M2.

Ownership is defined by additional properties: &iton as in 3). Additionally a
merchant has a country property. Only users of#ime country as the merchant can
access this merchant. In this case the prioritiéseoproperties to create the sequence
of the ownership string must be defined. This isedm the @Owner annotation:

@lId
private String id;

@Owner(1)

@ManyToOne
private Merchant parent;

@Owner(2)
private String tenant;

@Owner(0)
private String country;
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As country property has the lowest priority the enahip string is
tenant|[...parent.parent.id] [parent.id] |countrylid

If OWNERCHECK actuator detects that the ownershijpng doesn’t start with the tenant set
in the session context the query is either derdete{e, insert, update) or the not matching
entities are silently removed from the result setgct). Additionally, a WrongOwner
Exception is thrown if the actuator property thromdngOwnerException is set to true. If a
callback class is set in property ownerCheckCakb#e onOwnerCheckFailed method is
called.

9.15 HISTORY actuator
Default name: HISTORY
Class: com.logitags.cibet.actuator.history.HistoryActuato

Requirements:

This actuator needs a database. The database scherhe created with the SQL scripts
<dbms>.sgl included in the release. There exist scfpt®erby, MySql, PostgreSQL and
Oracle database management systems.

Properties:

Property Datatype | Default Description

Description:

This actuator is an alternative to ARCHIVE or ENVERt intercepts INSERT, UPDATE
and DELETE events on entities and stores the amdable CIB_HISTORY. In the case of
an update, the changed properties are storedswnasfructure. This is different to the
ARCHIVE actuator which stores the serialized obgaud differences must be determined by
comparison of the archived objects. While ARCHIfEres are sensible to entity class
changes as they are serialized in a blob, the HFSY @ntries are unaffected by entity class
changes.

9.16 Implementing Own Actuators

Actuators are pluggable and it is possible to ek@&etuators or to define new ones with other
business logic. Actuator logic is implemented iassles that implement interface
com.logitags.cibet.actuator.Actuator. Actuator ierpentations can be declared in cibet-
config.xml configuration file or dynamically regesed with Configuration API.

In cibet-config.xml add an actuator element andfsetlass tag. If the actuator
implementation uses own properties, they can beeldfvith property tags. The
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implementation must have a setter method with aenfatfowing the Java Beans convention
and taking a String argument as parameter:

XML:

<actuator name="Sub4Eyes">
<class>com.company.MyActuator</class>
<properties>
<myAttribute>someValue</myAttribute>
</properties>
</actuator>

Code:

Actuator act = new MyActuator();
act.setMyAttribute(*someValue”);
Configuration.instance().registerActuator(act);

Actuator implementations must have a default coetdr and must provide a unique name
which is returned by method getName(). This isrthme that is set in the name attribute in
cibet-config.xml. The other methods define logidebhis executed before respective after a
control event. It is recommended to inherit custmtuators from AbstractActuator and
overwrite the methods the actuator is interestedis ensures that the actuator works also in
case of future interface enhancements.

10. Pre- and Post- Control Functionality

The following chapters describe Cibet functionalityich enhance the basic control patterns
described in the actuators chapter. Most of thigtionality is optional but some is required
in order to make the configured actuators useful.

10.1 Post- Checking Control Results
If a business case is controlled by a sensornitbeasummarized after execution of the

business case which actuators have been applietharatuator results. This can be done by
the following method:

EventResult result = Context.requestScope().getEx ecutedEventResult();

This method returns an object of type EventResutiudi if no sensor has been applied or the
intercepted event is still executing and the fireslult could not yet be determined.
The EventResult object contains the following infation:

— sensor: The sensor that intercepted the event

— resource: information about theresourcethat is controlled, for example tar get

class, method, URL, JPA query

— caseld: the case id which is assigned to this business case

— actuators. comma separated list of the applied actuators

— setpoints: comma separated list of applied setpoint IDs
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— executionTime: timestamp of interception

— event: the intercepted event

- ExecutionStatus: result of the event execution. One of EXECUTINGHEEUTED,
POSTPONED, REJECTED or DENIED

— childResults: a list of child EventResult objects. If during exgon of this event a
second event is controlled by a setpoint, the teguhe second event is added to this
list. Empty list, if there is no child controlledent

— parentResult: if this event is executed during execution of arotiarent event
controlled by a setpoint, the result of the paem@nt is stored in this property. Null, if
there is no parent controlled event

The last two properties need maybe some more exdem If for example a service EJB
method is controlled and within the implementatidithis method the JPA persistence of an
entity is controlled, we have a parent — childtreteship. If the
Context.requestScope().getExecutedResult() methodllied after execution of the EJB
method it will return an EventResult object represegy the execution of the EJB method
containing as a child an EventResult object repitasg the execution of the JPA method. If
the Context.requestScope().getExecutedResult()odethcalled within the EJB service
method after execution of the JPA persistencedghanmed EventResult object represents the
JPA persistence object which has no child elenretitis case but has a parent EventResult
representing the EJB method which is in status EXEGIG.

With the HTTP-FILTER sensor, the EventResult obgainot be retrieved from the client
Request scope context because the EventResutidaged on the server. It is however
transmitted in an encoded format in the http respas header with name
CIBET_EVENTRESULT. It can be retrieved as follows:

String evReHeader = response.getFirstHeader(
CibetFilter. EVENTRESULT_HEADER).getValu e();
EventResult result = CibetUtil.decodeEventResult(e vReHeader);

The EventResults can also be tracked in the dagabitis the TRACKER actuator. If this
actuator is applied on a business case, all EventRebjects including the child objects are
stored into the database in table cib_eventresed#t ¢hapter TRACKER actuator).

10.2 Pre- Checking Control Results

Sometimes it is desirable to know the expectedrobresults before the business case is
actually executed. For example on a web page amtdttrigger a business case may be
disabled if the current user is not allowed to exedt. It is often a better style to not offer an
action instead of telling the user afterwards treatsn’t allowed to do it.

However, with Cibet checking the expected resslisat simply a matter of looking into the
configuration. As Cibet control is not static bighily dynamic the result depends not only on
the configuration but may depend on various otbetext parameters. It is therefore
necessary to simulate the business case in thentwontext in order to check the applied
actuators and control results. Cibet providesftimstionality with the Play mode. When the
system is in Play mode, the business case is eauéed, nor are actuators applied or other
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impacts on the system are induced. It can be sespvJer which actuators will be applied
and what will be the execution status of the bissrease.

A business case is executed in Play mode like this:

Context.requestScope().startPlay();

/I now the business case is simulated:
TEntity entity = persistTEntity();

// and the Play mode is stopped:
EventResult er = Context.requestScope().stopPlay();

Stopping the Play mode returns an EventResult bhijat can be checked like described in
previous chapter Post- Checking Control Results.

When using the HTTP-FILTER sensor, the procedueeliitle different because it is a remote
request which runs not in the same thread. Whedisgran HTTP request the Play mode is
started by adding the header CIBET_PLAYING_MODEwatvalue ‘true’:

// add CIBET_PLAYING_MODE header
postMethod.addHeader(CibetFilter. PLAYINGMODE_HEADER , "true");

I/l send request
HttpResponse response = client.execute(postMethod);

/l now the EventResult object can be retrieved like described in
I/ previous chapter Post- Checking Control Results
String evReHeader = response.getFirstHeader(

CibetFilter. EVENTRESULT_HEADER).getValu e();
EventResult result = CibetUtil.decodeEventResult(ev ReHeader);

It is not necessary to stop the Play mode aftehttgerequest. It is automatically stopped on
the server side.

Please be aware that the Play mode has only tiredeffect when the executed business
case is controlled by a Cibet sensor. Methods #mer actions which are not controlled by
Cibet will be executed in Play mode!

10.3 Releasing and Rejecting Dual Control Events

If persistence or method invocation actions ar@ended and postponed due to a dual control
actuator a second user must check the actionsetease or reject them. All suspended
actions are represented by an instance of Cortbfell&lere is how unreleased actions can be
found:

[/l find all unreleased Controllables for the tena nt set in

/I session scope. Returns all unreleased objects if no tenant is
/I set in context.

List<Controllable> list = DcLoader.findUnreleased 0;
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/I or be more specific: This method finds all unr eleased Controllables
/I for the tenant set in session scope and entity BankAccount. Returns
/I all unreleased objects of BankAccount if no te nant is set in context.
list = DcLoader.findUnreleased(BankAccount.class) ;

The load...() methods of DcLoader allow loading Coldibles regardless of their states. If
the controlled resource is a JPA entity and adutigroperties have been stored with the
Controllable object (see property storedPropedfetual control actuators chapter 9.3) one
can search after these properties:

List<Controllable> list = DcLoader.loadByProperties (
Class<?> entityClass, Map<String, Object> properties);

where the properties map key is the name of thpgrtp and the map value is the search
value. If for example an actuator and setpointcardigured like this:

<actuator name="my 4-Eyes for customer”>

<class>com.logitags.cibet.actuator.dc.FourEyesA ctuator</class>
<properties>
<storedProperties>customerName, country</stor edProperties>
</properties>
</actuator>

<setpoint id="sp1">
<controls>
<target>
<include>com.comp.Customer</include>
</target>
<event>
<include>UPDATE</include>
<include>DELETE</include>
<include>INSERT</include>
</event>
</controls>
<actuator name="my 4-Eyes for customer”/>
</setpoint>

to control Customer entities, you will find all stal Controllables with name Becker from
Germany with

Map<String,Object> props = new HashMap<>();

props.put(“customerName”, “Becker”);

props.put(“country”, “DE");

List<Controllable> list = DcLoader.loadByProperti es(
Customer.class, props);

Of cause you can define any other query on thecoitirollable table.

Now you can display the data of the Controllabled the controlled Resource object in a
GUI to the user who wants to check and releasddtee GUI is out of scope of Cibet because
every application will have its own technology dagout. Use the getter methods of
Controllable to display the data, e.g.:

for (Controllable obj : list) {
/I the class name of the entity or the object on which to
/I invoke the method
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String affectedClassName = obj.getResource().getT argetType();

[/l the unique ID of Controllable
long uniqueCOIld = obj.getControllableld();

/l the user who initiated the action
String user = obj.getCreateUser();

/I the action on the entity (invoke, insert, upda te ...)
String event = obj.getControlEvent();

/I get the method name if any

String methodName = (MethodResource)obj.getResour ce()).getMethod();
/I get the method or http parameters, http attrib utes and headers
List<ResourceParameter> parameters = obj.getResou rce().getParameters();

/I get the unique ID of the entity

String id = ((JpaResoure)obj.getResource()).getPr imaryKeyld();
/I get the persisted object
Object entity = obj.getResource().getUnencodedTar getObiject();

}

If the controlled event modifies the persistenetesbf an entity in the database the releasing
user wants to compare the modified state with theyctive unmodified state in order to see
which attributes of the domain object have chang@ée. DcLoader interface provides
functionality for comparing two objects of the satype:

/I ... find an unreleased object with DcLoader.find Unreleased() method
Controllable obj;
/I compare the state of the modified object with th e actual state

List<Difference> list = DcLoader.differences(obj);
See chapter 10.5 for details.

After checking the data the user releases, regggiasses back the event using the DcService
interface. Releasing a business case means, hatstoe business case as it is and it will be
executed. When he rejects the business case natilbe executed. When the releasing user
does basically agree with the business case busw@have some minor corrections he can
pass the business case back to the user whoediiiafThere is a functional difference
between rejecting and passing back a business case:

When a business case on a resource is postponed dukial control actuator this resource is
locked until it is either rejected or released.dtloer user has access to this resource. That
means for example that a JPA entity resource camnapdated by a third user when there
exists a postponed business case on this entitgnVvillpostponed method call business case
exists, other users cannot invoke the method \ngheikact parameters.

When a business case is rejected this lock is rethend other users have access to the
resource. When the business case is passed bad&ckhremains and only the initiating user
can access the resource.

Il release the event represented by the Controlla ble.

/I The user may give a remark which will be store d.
EntityManager em;

/I transaction.begin();(use any mechanism to begi n and commit)
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try {
Object result = controllable.release(em, remark );

} catch (ResourceApplyException e) {
/I if the release fails

[/ transaction.commit();

Il reject the event represented by the Controllab le.

/I The user may give a remark which will be store d.
EntityManager em;

/I transaction.begin();(use any mechanism to begi n and commit)

controllable.reject(em, remark);
/I transaction.commit();

/I pass back the event represented by the Control lable.

/I The user may give a remark which will be store d.
EntityManager em;

I transaction.begin(); (use any mechanism to beg in and commit)

controllable.passBack(em, remark);
[/ transaction.commit();

The result of the release method is either thecbloje which a persistence event has been
performed, the result of the method invocationut. Mhe release, reject and passBack
methods must be executed within a transactiongeeliban- or container- managed. If the
method invocation throws an exception during redeas the database persistence action
throws an exception the transaction is rolled back.

When the releasing user has passed back the bsisiass, the initiating user has the
possibility to reject it himself or to make corrects and submit it again to be released by a
second user. Submitting is done with the submitiogkt

/I submit the business case represented by the Co ntrollable.

/I The user may give a remark which will be store d.
EntityManager em;

/ transaction.begin(); (use any mechanism to beg in and commit)

controllable.submit(em, remark);
/I transaction.commit();

10.4 Releasing and Rejecting Scheduled Business Events

Scheduled business cases can be released or ddpycheuser before the scheduled date is
reached. This is done very similar to releasingrafetting dual control business cases (see
last chapter) with the SchedulerService API. AHextuled business cases are represented by
an instance of Controllable. Here is how unreleas#idns can be found:

/l find all scheduled Controllables for the tenan t setin

/I session scope. Returns all scheduled objects i fno tenant is
/I set in context.

List<Controllable> list = SchedulerLoader.findSch eduled();

/I returns all scheduled objects of the given tar get type
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List<Controllable> list2 = SchedulerLoader.findSc heduled(targetType);

/I compare the state of a scheduled JPA entity wi th the actual state.
/I The method returns a list of differences
List<Difference> list = SchedulerLoader.differenc es(controllable);

Now the scheduled business case can be release@aed:

Il release the event represented by the Controlla ble.
/I The user may give a remark which will be store d.
EntityManager em;
/ transaction.begin(); (use any mechanism to beg in and commit)
try {

Object result = controllable.release(em, remark );

} catch (ResourceApplyException e) {
I1'if the release fails

}

[/ transaction.commit();

Il reject the event represented by the Controllab le.

/I The user may give a remark which will be store d.
EntityManager em;

/l transaction.begin(); (use any mechanism to beg in and commit)

controllable.reject(em, remark);
/I transaction.commit();

The result of the release method is either thecbloje which a persistence event has been
performed, the result of the method invocationut. Mhe release and reject methods must
be executed within a transaction, either beanoatainer- managed. If the method invocation
throws an exception during release, or the datapasestence action throws an exception the
transaction is rolled back.

10.5 Comparing objects

Often it is interesting to know which propertiesyeahanged in two versions of the same
object. This could be when an updated entity uddet control is released comparing the
release version with the current version, compaaisgheduled update of an entity with the
current version or comparing an archived versiaim wie current or another archived version.

The general interface for comparing objects idass CibetUTtil:

List<Difference> list = CibetUtil.compare(Object ne wO, Object oldO);

List<Difference> list = CibetUtil.compare(Resource newR, Resource oldR);

The two compared objects must be of the same Wpesecond method is a convenient
method and is the same as

List<Difference> list =
CibetUtil.compare(newR.getObject(),oldR.getObjec t();
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All compare() methods use library java-object-dilif determining the differences. Static
fields and @Transient and @Version annotated fietdaethods are skipped. Fields of super
classes and transitive fields from dependent objaat considered. Fields of type Map or
Collection are compared member by member disregauttie sequence. The result of the
comparison is a list of Difference objects eaclwbich represents a modified property. The
Difference class has methods to get the type ofifileation, the old and new values and the
name of the modified property in different repraaéions, see JavaDoc.

10.6 Checking Archive Integrity

Per default the archive entries are not securemstgaaudulent manipulation with
checksums. Integrity check functionality for the @BRIVE actuator can be switched on in
cibet-config.xml or in code. All modifications okisting archives will then be detected.

XML:

<actuator name="ARCHIVE">
<properties>
<integrityCheck>true</integrityCheck>
</properties>
</actuator>

Code:
ArchiveActuator act = (ArchiveActuator)

Configuration.instance().getActuator(ArchiveAc tuator. DEFAULTNAME);
act.setIntegrityCheck(true);

Cibet uses an implementation of the com.logitagstcsecurity.SecurityProvider to generate
checksums. See chapter ‘Security’ for more inforomaabout the security provider.

When the archive entries are secured integrity Ishioel controlled regularly. In a productive
system it is good practice to check integrity anapshot of the database in a consistent state.
Check the archive integrity with ArchiveLoader API:

List<Archive> checkList = archiveLoader.checkinte grity();

The returned list contains all Archive objects vehtre checksum is not correct.

10.7 Searching, Redo and Restore of archived Business Cases

The load...() methods of ArchiveLoader allow loadf&ghives of the current tenant or of all
tenants. If the controlled resource is a JPA eatity additional properties have been stored
with the Archive object (see property storedPrapsrof Archive actuator chapter 9.8) one
can search after these properties:

List<Archive> list = ArchiveLoader.loadArchivesByPr operties(
Class<?> entityClass, Map<String, Object> properties);
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where the properties map key is the name of thpgrtp and the map value is the search
value. If for example an ARCHIVE actuator and setpare configured like this:

<actuator name="myArchiveControl">

<class>com.logitags.cibet.actuator.archive.Arch iveActuator</class>
<properties>
<storedProperties>company, state</storedPrope rties>
</properties>
</actuator>

<setpoint id="sp3">
<controls>
<target>
<include>com.comp.Contract</include>
</target>
<event>
<include>UPDATE</include>
<include>DELETE</include>
<include>INSERT</include>
</event>
</controls>
<actuator name="myArchiveControl"/>
</setpoint>

to control Contracts, you will find all stored Caoandt archives of company ‘Fiji Sales’ in state
‘open’ with

Map<String,Object> props = new HashMap<>();

props.put(“company”, “Fiji Sales”);

props.put(“state”, “open”);

List<Archive> list = ArchiveLoader.loadArchivesBy Properties(
Contract.class, props);

Archive entries created by the ARCHIVE actuatoresthe state of a method invocation, a
http request or a domain object. Methods and letjpests can be invoked a second time from
the archive with the exact same parameters. Tiidealone with the redo method of the
Archive class. A notice can be added as an exptanat

/I get an Archive that represents a method invoca tion resource, e.g. with
/I ArchiveLoader.loadArchivesByMethodName("Accoun tManager", "transfer");
Object result = archive.redo("transferred again a s bonus");

With the redo method the disclosure of sensibla ttathe executing user can be prevented as
for example account and payment data in the abxasmple. Controls and actuators are
applied also to repeated method invocations wheet@oint for the REDO event exists.

For redoing http requests there is a limitatiora POST or PUT http request contains a body,
the body is archived only when the request is pystd by a dual control actuator at the same
time. This is because the body of an http reqestreamed in and therefore once read it is
consumed. It is therefore not possible to readtdy in the HTTP-FILTER sensor and read

it again in the receiving servlet.
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If an archive contains the state of a deleted adifieal object which has been created by a
SELECT, DELETE or UPDATE event this state can Istared with the restore method of
the Archive class:

I/l get an Archive that represents a persistence r esource, e.g. with
/I ArchiveLoader.loadArchivesByCaseld("...");

EntityManager em;
/I transaction.begin();(use any mechanism to begi n and commit a
transaction)
Object restoredObject = archive.restore(em,
"restored because user error");
/I transaction.commit();

Configured controls and actuators are applied éadistore event if a setpoint for the
RESTORE event exists.

10.8 Security

Integrity check functionality and encryption of sévle data is ensured by an implementation
of interface com.logitags.cibet.security.Securigder. The default implementation is
com.logitags.cibet.security.DefaultSecurityProvidéiich stores secrets in an internal map.
The map key is an identifier for the secret. Thim@csecret can be changed at any time. The
map contains the current secret and previous seidettified by their secret keys.

DefaultSecurityProvider can be fed with secretsthed secret keys by configuration in
cibet-config.xml or by code:

XML:
<securityProvider>
<class>com.logitags.cibet.security.DefaultSecur ityProvider</class>
<properties>
<secrets mapKey="key2" current="true">2366Au3 7nBB.0ya?</secrets>
<secrets mapKey="key1" current="false">123456 7</secrets>
</properties>
</securityProvider>
Code:
DefaultSecurityProvider sec = (DefaultSecurityPro vider)
Configuration.instance().getSecurityPro vider();

sec.getSecrets().put(“key2”, “2366Au37nBB.0ya?");
sec.getSecrets().put(“keyl”, “1234567");
sec.setCurrentSecretKey(“key2");

This configuration means that current encryptiod elmecksums will be created with the
secret stored under key ‘key2’. In the databaseexddrds may exist which were encrypted or
have a checksum created with the secret stored thedd.’.

Managing of passwords, keys or certificates isadsicope of Cibet. In any case, the secrets
should be kept in a safe place like an encryptedigaration file or a hardware security box.
It is also possible to create an own implementatiotihe SecurityProvider interface. Custom
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implementations must implement interface com.laggteibet.security.SecurityProvider,
provide a default constructor and must define prioggeaccording to the Java Beans
convention. Registration of a security provider barmdone by code or by configuration. In
code execute:

Configuration.instance().registerSecurityProv ider(
new MySecurityProvider());

Alternatively add in cibet-config.xmil:

<securityProvider>
<class>com.my.security.MyHsmSecurityProvide r</class>
</securityProvider>

The properties can be set like this in cibet-carfiy:

<securityProvider>
<class>com.my.security.MyHsmSecurityProvider</cla ss>
<properties>
<hsmHost>com.my.secserver</hsmHost>
<hsmPort>9000</hsmPort>
</properties>
</securityProvider>

10.9 Assignment and Annotation of Dual Control Events

The release of business cases controlled by acdaéiol actuator can be directly assigned to
a specific user. If a postponed business casesigreesl, only the assigned user can execute
the release. Rejection of business cases canrassigned.

Assignment will be automatically done if an appiayser is set in the session scope with
method

Context.sessionScope().setApprovalUser(userName);

During execution of the dual control actuators,gbssion property approvalUser is evaluated
and if it is not null, the postponed business tasssigned to that user. Don't forget to set the
approval user null after execution of the busirees® if you don’t want to assign subsequent

other business cases to the same user.

In the SIX_EYES actuator there are two releaset, bbwhich can be assigned. If during the
initiation of the business case an approval usgeetisn session context, the first release will
be assigned to that user. If during the first redean approval user is set in session context,
the final release will be assigned to that user.

The initiating user can add a remark to the postddsusiness case to inform the releasing
user about the context of the event. When in thaest context a remark is found it will be
automatically added to the metadata of the postgbbnsiness case. A remark can be added
with method

httpSession.setAttribute(“CIBET_REMARK?”, remark);
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or
Context.requestScope().setRemark(remark);

A remark can also be added to the release and djadusiness case. In these cases, the
remark is set in the release/reject methods of iGbhable and overwrites a remark set in the
request scope context:

Object controllable.release(EntityManager entityMan ager,
String remark)

void controllable.reject(EntityManager entityManage r, String remark)

10.10 Notifications

Cibet can send notifications of control events.ifiiattions may be sent for the following
events:

- FIRST_ASSIGNED: A business case is controlled Bp& EYES process. The first
releasing user has been assigned by the initiaseg He will be notified of the
postponed business case.

- FIRST_RELEASED: The first user has released a legsitase controlled by a
SIX_EYES process. The initiating user will receasaotification.

- ASSIGNED: A FOUR_EYES controlled business caseldeen assigned to a user for
release or a SIX_EYES controlled business casédas assigned to a user for the
second final release. He will be notified of thestpmned business case.

- RELEASED: A FOUR_EYES controlled business caselies®sn released or a
SIX_EYES controlled business case has been finaljased. The initiating user
receives a notification

- REJECTED: a dual controlled business case (FOUR EMESIX_EYES) has been
rejected. The initiating user receives a notificati

Sending of notifications requires three configuras:
- Registration of the notification provider
- Setting of the recipient address

- Activation of notifications in the actuators

Registration of the Notification Provider
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The notification provider implements the protocotldechnique how notifications are sent.
Cibet provides two implementations:

com.logitags.cibet.notification.HttpNotificationRtider

sends notifications as a http POST requests. Teest body contains all metadata and target
data of the business case under dual control.

com.logitags.cibet.notification.EmailNotificatiordider

sends notifications as an email. The subject aralléext can be customized. This provider
has five properties:

smtpHost: SMTP server IP

smtpPort: SMTP server port

smtpUser: optional user name if the SMTP servauireg authentication

smtpPassword: optional password if the SMTP sarauires authentication

from: standard email address of the sender

It is possible to register own implementations dfdification Provider, for example for SMS
notifications. Custom implementations must impletmeterface
com.logitags.cibet.notification.NotificationProvig@rovide a default constructor and must
define properties according to the Java Beans ctiore

Registration of a notification provider can be dtwyecode or by configuration. In code
execute:

Configuration.instance().registerNotification Provider(
new HttpNotificationProvider());

Alternatively add in cibet-config.xml:

<notificationProvider>
<class>
com.logitags.cibet.notification.HttpNotif icationProvider
</class>
</notificationProvider>

The properties can be set like this in cibet-carfiy:

<notificationProvider>
<class>
com.logitags.cibet.notification.EmailNotificati onProvider
</class>
<properties>
<smtpHost>192.168.48.10</smtpHost>
<smtpPort>25</smtpPort>
<from>cibetNotifier@company.com</from>
</properties>
</notificationProvider>
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Setting of therecipient address

The nature of the recipient address depends ondtifecation provider that has been
registered. An EmailNotificationProvider requireseamail address while an
HttpNotificationProvider requires a URL.

The recipient address is set into the session soopext. The session scope provides two
methods:

Context.sessionScope().setUserAddress(String)

This is the address of the logged in user, whaaiieis a dual controlled business case. The
address can be set after login when the user lmséaghenticated and his properties are
known. The other method

Context.sessionScope().setApprovalAddress(String)

sets the address of the user who has been ass$ayrfedt or final release. The approval
address must be set before the business casecigex®r before a SIX_EYES controlled
business case is released by the first user téyribé next user for the final release. Normally

it makes sense to not only notify a user but atsastign the business case to him (see chapter
Assignment and Annotation of Dual Control Events):

Context.sessionScope().setApprovalUser(String)

Activation of notificationsin the actuators

The last point to enable notifications is to adivi in the actuators. The Dual Control
actuators FOR_EYES, SIX_EYES, PARALLEL_DC and TWQAN RULE have the flags
sendAssignNotification, sendReleaseNotification sexdRejectNotification. If set to true, an
address is found in session scope and a NotificBtiovider has been registered, the
respective notification is sent. Per default thesgperties are true.

This three-step configuration allows a fine-graitawcing for what business cases and events

notifications should be sent. It is for examplegibke to instantiate dual control actuators
which send notifications, others that do not semdand apply them in different setpoints.

Customization of email notification templates

The default templates for email notifications aaeked within the cibet.jar archive. If you
want to customize or translate the email textsaterewn templates and put them in the
classpath of your application. The templates maselthe following names:

<NotificationType>-emailsubject.vm for the emaibgect
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<NotificationType>-emailbody.vm for the email botixt

with <NotificationType> one of FIRST_ASSIGNED, FIRSRELEASED, ASSIGNED,
RELEASED and REJECTED according to the five possitatifications.

The templates are Velocity templatéesty://velocity.apache.orfj/Cibet puts all properties of
class Controllable into the Velocity context and accessible by the same names as in the
classes. Additionally, properties of the Resoutasscare set into Velocity context dependent

on the resource type.

EJB / POJO method invocation:

- target: class name of the object on which the nteibnvoked

- method: method name which is invoked

- resultObject: the return value of the method invioce if any
JPA persistence:

- target: class name of the persisted object

- targetObject: the persisted object

- primaryKeyld: unique id of the persisted object
JPAQUERY queries:

- target: named query, JPA query or native SQL query
JDBC SQL statement:

- target: table name in the SQL statement

- targetObject: the SQL statement

- primaryKeyld: primary key id value in the SQL staint
HTTP servlet request:

- target: requested URL

- method: HTTP method of the request

For example the default template for the ASSIGNEB¢ starts with

Hello $approvalUser,
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A business case under dual control has been assigned to you for final approval.
You may release
or reject the case. Please visit the dialogue for releasing/rejecting.

The dual controlled business case is registered under id: $controllableId (case
id: $caseld)

control event: $controlEvent
controlled target: $target

#if( $method.length() > 0 )

($method)

#end

Please see the Velocity documentation for detaileaw to create these templates.

10.11 Locking Business Cases

The LOCKER actuator checks if a lock on a busimase exists, the locking itself must be
done before.

If a user wants to set a lock on a business casasdés one of the lock methods of the Locker
API. If a user wants e.g. set a lock on updates sgecial account object he does something
like:

Account account = getAccount();
Locker.lock(account, ControlEvent. UPDATE, “locked b ecause ...");

There exist also methods to set a lock on all esta of a domain object:
Locker.lock(Account.class, ControlEvent. UPDATE, nul );

or on a method of a class:

Locker.lock(AccountManager.class, “createAccount”, “INVOKE", “account
creation reserved for me only!”);

or on a URL:
Locker.lock(“http://www.mycompany.com/createAccount ", “RELEASE”, null);
If a lock exists already on the resource, an AlykadkedException will be thrown.

A lock can be unlocked, that means the lock is kefite database for history reasons but the
status is set to unlocked. Unlock of a lock exidthiree different flavors:

* method unlockStrict() in Locker API: Only the useno has locked the resource can

execute this method.
* method unlock() in Locker API: Any user can exedhis method
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* automaticUnlock: If property automaticUnlock of lkdctuator is set to true, the lock
status is set to unlocked when the user who habeébck executes the locked action
for the first time. This method of unlocking is yeronvenient as it is done
automatically. It is especially useful for deletewl dual control releases, because after
executing the delete or release the lock is useless
Example: User John locks deletion of a Customerudéy except John can delete this
customer now. If John actually deletes the custdireetock is automatically
removed.

Hint: Often it is not a good idea to set a lockecoRELEASE event. If a lock on a RELEASE
exists and a user rejects the dual control aclierRELEASE lock would remain active
though this is often not what is wanted. ThougheCthies to reduce the developer’s code
from such processing functionality this kind olgitions cannot be decided automatically.
The easiest way to solve this issue is to lock DONCROL instead of RELEASE event. In
this case the lock will be removed whether theoacts rejected or released.

11. Appendix

11.1 Schema Definition

XML Schema Definition cibet-config_1.3.xshttp://www.logitags.com/cibet/cibet-
config_1.3.xsd

& invoker [0.1] InExBinding
(] stateChange  (0.1] InExBinding
€] condition [0.1] InExBinding

Contrals (0.1] (customControlsType)

11.2 Guideline for migration of serialized objects

Cibet stores the state of objects in the databsisg Uava serialization. When the classes of
these objects are modified during development speare must be taken in order to allow a
smooth deserialization of objects stored with ahabthss version. Depending on the
controlled resource this may affect columns tarigjetti and result in table CIB_ RESOURCE
and column encodedvalue in table CIB_ RESOURCEPARAHIE.
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In most cases Java serialization is transpardhietdeveloper and objects serialized with an
old class version are deserialized to a new classion without problems when a compatible
modification has been applied to the class. Aboutgatible and incompatible class
modifications read
http://docs.oracle.com/javase/8/docs/platform/$eaton/spec/version.html

The following considerations should be taken irdocant when a class has been modified
and serialized objects of the old class versiontinesead from the above mentioned tables:

- Objects that shall be serialized by Cibet must ennt java.io.Serializable and must
have a developer defined serialVersionUID. Whencthss is modified the
serialVersionUID must not be changed.

- When a property has been added to the class the whhew property is set to the
default value

- When a property has been changed from static testadit or transient to non-
transient the value of the non-static/ non-trartgpeeoperty is set to the default

- When a property has been removed from the claissptbperty and its value is
silently discarded

- When a property has been changed from non-stasitati or non-transient to
transient, the value of the static/transient prgpisrset to the default

- When the class hierarchy has changed, for examipés whe super class has changed,
the properties of the old super class are lostla@groperties of the new super class
are set to the default values

- When the data type of a property has been chamaggdya.io.InvalidClassException
Is thrown

If the class has changed in an incompatible maanéithe loss of data is not acceptable or an
InvalidClassException is thrown, the serializedeahs of the old class version must be
migrated to the new class version. This can beeaekli by using two classloaders and
mapping old and new properties manually like inftiildwing example where the attribute
amount has changed incompatibly from type Doublgpe String:

// read serialized object from database

bytes[] oldBytes = ..;

URLClassLoader oldLoader = URLClassLoader.newInstance(new URL[] { new URL(
"file:/D:/projects/test/oldVersion.jar") });

Object oldObject = CibetUtil.decode(oldLoader, oldBytes);

URLClassLoader newlLoader = URLClassLoader.newInstance(new URL[] { new URL(
"file:/D:/projects/test/newVersion.jar") });

Class<?> newClass = newlLoader.loadClass("com.projects.test.SomeClass");

Object newObject = newClass.newInstance();

Method getter = oldObject.getClass().getMethod("getAmount");
Double dblAmount = (Double) getter.invoke(oldObject);
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String strAmount = String.valueOf(dblAmount);
Method setter = newClass.getMethod("setAmount", String.class);
setter.invoke(newObject, strAmount);

// repeat for all other properties

byte[] newBytes = CibetUtil.encode(newObject);
// store serialized object in database
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